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Introduction 
 
A proxy server is a program system that functions as an intermediary between a user's 
workstation and other network services.  
 
The solution transmits all of the user's requests to the Internet, receives an answer and 
sends it back. If there is a cache function available, the proxy server remembers the 
workstations' requests to external resources, and in case there is a repeat request, it 
returns the resource from its own memory, significantly reducing the request time. 
 
In some situations, the proxy server can modify or block the client's request or a serverôs 
response for specific purposes, for example, to protect workstations from a virus. 
 
 

About the program 
 
UserGate Proxy & Firewall is a comprehensive solution for connecting users to the 
Internet, making sound traffic calculations, restricting access and protecting your network 
with its own built-in instruments.  
 
UserGate enables the tariffing of user Internet access, both by traffic amounts and by time 
spent online. An administrator can add various billing plans, dynamically switch them, 
automate funds crediting and withdrawal, and control access to Internet resources. The 
built-in Firewall and Antivirus module protects the UserGate server and scans the traffic 
passing through it for malicious code. To ensure safe Internet access for your business, 
you can use the built-in VPN Server & Client.    
 
UserGate consists of several parts: the server, the Administration Console (UserGate 
Administrator) and several additional modules. UserGate server (the process usergate.exe) 
is the main part of the proxy server where all of its functional capabilities are embodied.    
 
UserGate server provides Internet access, calculates traffic, tracks usersô online statistics, 
and carries out many other tasks. 
 
UserGate Administration Console is a program designed to control UserGate server. The 
UserGate Administration Console communicates with the server module through a special 
protected protocol above TCP/IP, enabling server remote administration. 
 
There are also three additional modules included in UserGate: Web Statistics, UserGate 
Authorization Client and Application Control. 
 

 

System requirements 
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It is recommended to install UserGate server on a computer with the Windows 
XP/2003/7/8/2008/2008R2/2012 operating system, connected to the Internet via a modem 
or any other type of connection. Server hardware requirements are as follows: 
 
 

Network  
configuration  

Minimum  
requirements 

Recommended  
requirements 

Small LAN:  
5-20 users  

Intel Pentium 1 GHz, 1 Gb 
RAM, Microsoft Windows 
7, DSL 

Intel Pentium/Atom 1,7 
GHz, 2 Gb RAM, Microsoft 
Windows 2008/7, DSL 

Medium LAN: 
Over 20 users 

Intel Pentium 2 GHz, 2 Gb 
RAM, Windows 7, DSL 

Intel Core 2 GHz, 2 Gb 
RAM, Microsoft Windows 
2008/2012, Ethernet  

Large LAN: 
Over 150 users 

Intel Core Duo 2 GHz, 4 
Gb RAM, Microsoft 
Windows 2008, ISDN or 
Ethernet  

Intel Core Duo 3 GHz, 8 
Gb RAM, Microsoft 
Windows 2008/2012, 
Ethernet  

 

 

UserGate Proxy & Firewall installation 
 
To install UserGate, simply run the installation file and specify the Installation Wizard 
options. When installing the software for the first time, you can leave the default options. 
When the installation is finished, restart the computer. 
 

 

Registration 
 
To register the program, start UserGate server, connect the Administration Console to the 
server, choose ñHelpò from the menu and then ñRegister Product". The first time the 
Administration Console is connected, a registration dialog box will appear offering two 
options: request a trial key or request a full license key. The request is carried out online 
(HTTP protocol) via the entensys.com website. 
 
When requesting a full license key, you must enter a special PIN code that is issued when 
you buy UserGate Proxy & Firewall or by the Support Service for a trial period. When 
registering, you also need to enter additional personal information (user name, e-mail 
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address, country and region). Personal data is used exclusively for issuing a user license 
and is not shared with anyone. After receiving a full license key or trial key, UserGet server 
will automatically restart.  
 
Important note! The trial version of UserGate Proxy & Firewall will work for 30 days. When 
contacting Entensys, you can request a special PIN code for an extended trial. For 
example, you may request a trial key for three months. You cannot receive a repeat trial 
license without entering a special extended PIN code.     
 
Important note! While using UserGate Proxy & Firewall, the registration key status is 
periodically verified. To ensure proper UserGate operation, Internet access via HTTPS 
must be allowed. This is required for performing an online test of the key status. If the key 
verification fails three times, the proxy server license will be reset and a program 
registration dialog will appear. The program has a counter for the maximum number of 
activations, which is 7 times. Once this limit is exceeded, you can activate the product with 
your key only after contacting the Support Service at http://entensys.com/support. 
 

Update and removal 
 
The new UserGate Proxy & Firewall v.6 may be installed over previous v.5 versions. In this 
case, the Installation Wizard will offer to save or overwrite the server settings file config.cfg 
and the statistics file og.mdb. Both files are located in the directory where UserGate is 
installed (hereafter %UserGate%). UserGate server v.6 supports the UserGate v.4,5 
settings format. Therefore, the first time you run the server, all settings will be converted 
into the new format automatically. Settings of earlier versions are incompatible with the 
new version. 
 
Important note! For the statistics files, the program only supports current user balances 
transfer. The traffic statistics will not be transferred. The database was changed due to 
problems with the old version and its size limits. The new Firebird version does not have 
these drawbacks.  
 
Removal of UserGate server is accomplished through the removal option in the ñStart ï 
Programsò menu or through "Add or remove Programs" (Programs and Features in 
Windows 7/2008) in the Windows Control Panel. After removing UserGate, some files 
remain in the program's installation directory unless the Remove All option was enabled. 
 

 

UserGate Proxy & Firewall licensing policy 
 
UserGate server is designed to provide Internet access to local area network users. The 
maximum number of users that may be simultaneously connected to the Internet via 
UserGate is called number of "sessions" and is defined by the registration key. UserGate 
v.6 uses a unique registration key that does not support previous UserGate versions. The 

http://entensys.com/support
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trial version of the program will work for 30 days and is restricted to 5 sessions. The 
ñsessionò concept should not be confused with the number of user-launched Internet 
applications or connections. A user may connect any number of times, unless there is a 
special limit applied to the user. 
 
UserGateôs integrated antivirus modules (from Kaspersky Lab, Panda Security and Avira), 
as well as the Entensys URL Filtering module, require independent licensing. The 
integrated modules will work for 30 days in the trial version of UserGate.  
 
The Entensys URL Filtering module, designed for site categorizing, also works for 30 days 
in the trial version. When you buy UserGate Proxy & Firewall with the filtering module, the 
Entensys URL Filtering license is valid for one year. After the license period expires, 
filtering through the module becomes unavailable. 
 



 8 

 
www.entensys.com 

 

 

 

Administration Console 
 
The Administration Console is an application designed to control a local or remote 
UserGate server. To use the Administration Console, start UserGate server by selecting 

Start UserGate server in the UserGate Agent context menu (  icon in the System Tray, 
and then Agent). You can also start the Administration Console through the Agent's 
context menu or by using Start ï Programs if the Administration Console is installed on 
another computer. To modify your settings, you must connect the Administration Console 
to the server. 
 
Data exchange between the Administration Console and UserGate server is carried out via 
SSL protocol. When initializing the connection (SSL Handshake), authentication is carried 
out by UserGate server transferring its certificate, located in %UserGate%\ssl directory, to 
the Administration Console. No certificate or password is required from the Administration 
Console's end in order to connect.       
 

 

Connection settings 
 
The first time the Administration Console launches, it displays the Connections page, 
where only one connection is specified with localhost as the server and Administrator as 
the user. There is no connection password. To connect the Administration Console to the 
server, double-click on the localhost-administrator line or press the Connect button on 
the Control Panel. You can create several connections in the UserGate Administration 
Console. You must specify the following parameters in the connection settings: 
 
Á Server name ï this is the connection name 
Á User name ï login to connect to server 
Á Server address ï domain name or UserGate server IP address 
Á Port ï TCP port used to connect to the server (port 2345 is the default) 
Á Password ï the connection password 
Á Always ask for password ï this option asks for your login and password whenever 

you connect to the server 
Á Automatically connect to this server ï the Administration Console automatically 

connects to this server when it starts.  
 
The Administration Console settings are stored in the console.xml file, located in the 
%UserGate%\Administrator\ directory. On the UserGate server side, the user name and 
md5 hash connection passwords are stored in the config.cfg file, located in the 
%UserGate_data directory where %UserGate_data% is the folder for Windows XP 
(C:\Documents and Settings\All Users\Application Data\Entensys\UserGate6), and for 
Windows 7/2008 the folder ï (C:\Documents and Settings\All Users\Entensys\UserGate6) 
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Setting a connection password  
 
You can create a login name and password for connecting to UserGate server through the 
ñAdministrator Settingsò section on the ñGeneral Settingsò page. In this section you can 
also specify a TCP port for connecting to the server. In order for the new settings to take 
effect, you must restart UserGate server (using the ñRestart UserGate Serverò option in 
the Agent menu). After restarting the server, you should also specify new settings in the 
Administration Console connection settings. Otherwise, the Administrator will not be able to 
connect to the server. 
 
Important note! To avoid problems with UserGate Administration Console operation, it is 
not recommended to change these settings! 
 

 

UserGate administrator authentication 
 
In order for the Administration Console to connect to UserGate server successfully, the 
administrator must go through an authentication procedure on the server side. The 
administrator authentication is carried out after setting up the Administration Console SSL 
connection to UserGate server. The Console transmits the login and administrator 
password md5 hash to the server. UserGate server compares the received data with the 
data specified in the settings file config.cfg. Authentication is successful if the data received 
from the Administration Console is the same as the data specified in the server settings. If 
the authentication fails, UserGate server breaks the SSL connection with the 
Administration Console. The result of the authentication procedure is registered in the 
usergate.log file, located in the %UserGate_data%\logging\ directory. 
 

 

Setting a UserGate statistics database password 
 
A userôs statistics, such as traffic, resources visited and etc. is logged by UserGate server 
in a special database. The database may be accessed directly (for the integrated Firebird 
database) or through ODBC driver, which allows for the use of different database formats 
(MSAccess, MSSQL and MySQL). The Firebird database -
%UserGate_data%\usergate.fdb is used by default. The login and password to access 
the database is SYSDBA\masterkey. You can set a different password through the 

General settings  Database settings option in the Administration Console. 

 

 

NAT (Network Address Translation) common settings 
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The NAT Common Settings option allows you to specify the timeout value for NAT 
connections through TCP, UDP, or ICMP protocols. The timeout value defines a userôs 
connection time through NAT after data transfer over the connection is finished. The Print 
Debug Log option is used for debugging and allows you to turn on the extended logging 
mode of the UserGate NAT driver if needed. 
 
Attack detector is a special feature allowing you to activate an internal mechanism that 
tracks and blocks a port scanner or attempts to occupy all of the server ports. This module 
works in automatic mode and the events are logged in the 
%UserGate_data%\logging\fw.log file. 
 
Important note! This module's settings can be changed through the Options section of 
the config.cfg configuration file. 
 

 

General settings 
 
Block by browser line is a list of the User-Agentôs browsers that may be blocked by the 
proxy server. For example, you can block old browsers, such as IE 6.0 or Firefox 3.x, from 
accessing the Internet.  
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Interface Settings 
 
The Interfaces page (Fig. 1) is the most important of the UserGate server settings 
because it defines such important features as traffic count accuracy, Firewall rules 
creation, Internet channel bandwidth restrictions for specific types of traffic, relationships 
among networks, and the order of request processing by the UserGate NAT (Network 
Address Translation) drive. 
 

 
Figure 1. Server interface settings 
 

The ñInterfacesò page lists all of the available network interfaces on the server where 
UserGate is installed, including Dial-Up (VPN and PPPoE) connections. The UserGate 
administrator must define the connection type for each network adapter. Thus, for an 
adapter connected to the Internet, you should select the WAN type, while for an adapter 
connected to a local area network, the LAN type should be selected. Dial-Up (VPN, 
PPPoE) type connections cannot be changed. For these connections, UserGate server 
automatically sets PPP interface as the type. For Dial-Up and VPN connections, you can 
enter a user name and password by double-clicking on the corresponding interface. The 
interface located at the top of the list is used as the default Internet connection. 
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Traffic calculation in UserGate 
 
Traffic passing through UserGate server is assigned either to the user from the local area 
network that initiates the connection, or to UserGate server itself if it initiates the 
connection. For UserGate server traffic there is a special predefined user, UserGate 
Server, specified in the statistics database. UserGate Server traffic includes Kaspersky 
Lab, Avira and Panda Security, as well as DNS name resolution through DNS forwarding. 
All traffic is accounted for, along with control headers.    
 
There is also an added feature that accounts for Ethernet headers.  
 
When all server network adapters types (LAN or WAN) are specified correctly, traffic in the 
direction of ñlocal network ï UserGate serverò (for example, accessing shared network 
resources on the server) is not taken into account. 
 
Important note! Using third party Firewall or antivirus products for the purpose of traffic 
checking may seriously affect the accuracy of UserGate traffic calculation. It is not 
recommended to set up and use any third party network software on a computer where 
UserGate server is installed! 
 

 

Connection Failover 
 
Connection Failover Setup is available on the ñInterfacesò page. By clicking on the Setup 
Wizard, you can select the interface that will be used as a reserve channel. The second 
page provides a selection of hosts to be checked by the proxy server for Internet 
connection availability. The program will check these hosts' availability at the specified 
frequency by sending ICMP Echo-requests to the specified channels. If at least one of the 
specified hosts responds, the connection is interpreted as active. A lack of response from 
all specified hosts will be interpreted as primary Internet connection failure and the 
system's main gateway server will be switched to the reserve channel gateway. If NAT 
rules were created with special Masquerade interface specified as the external interface, 
these rules will be recreated according to the current routing table. The created NAT rules 
will begin working through the reserve channel.     
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Figure 2. Connection Failover Setup Wizard 

  
As a reserve connection, UserGate server can use either an Ethernet connection 
(dedicated channel, WAN interface) or a Dial-Up connection (VPN or PPPoE connection, 
PPP interface). After switching to the reserve Internet connection, UserGate server 
regularly checks the primary channel's availability. If the primary Internet connection 
becomes available, the program switches users back to it. 
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Users and Groups 
 
To provide Internet access, it is necessary to create usersô accounts in UserGate. To 
simplify administration, users can be grouped by location or by access level. The most 
logical way to combine users into groups is by access level since it makes traffic 
management much easier. Initially, there is only one group available in UserGate: the 
default group. 
 
To create a new user, choose the ñAdd new userò option or press the ñAddò button on the 
Control Panel on the ñUsers and Groupsò page. Another way to add users is by scanning 
the network with ARP requests. Click on an empty space in the Administration Console on 
the Users page and choose the Scan local area network option. Next, enter the local 
area network details and wait for the scan results. You will then see a list of users who can 
be added to UserGate. As shown in Fig. 3, the required fields for the user are: Name, 
Authorization type, Authorization parameters (IP address, login and password, etc.), Group 
and Billing plan. By default, all users belong to the default group. Each UserGate user must 
have a unique name. You can also specify the user's access level to the web statistics, 
define an internal H323 phone number, restrict the number of connections for the user, and 
enable NAT rules, traffic-management rules and/or Application Firewall module rules. 
 

  
Figure 3. UserGate user profile 

 
Each UserGate user inherits all the settings of the group to which he belongs, besides the 
billing plan, which can be redefined. The billing plan specified in each userôs profile is used 
for tariffing all of the user's connections. If the Internet connection is not subject to a tariff, 
you may use a blank tariff called ñdefault.ò 
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Synchronization with Active Directory 
 
UserGate user groups can be synchronized with Active Directory groups. To use 
synchronization with Active Directory, the computer with UserGate Proxy & Firewall does 
not necessarily have to be in the domain. 
 
The synchronization setup is a two-step process. The first step is to go to the UserGate 
Administration Console's Group page, as shown in Fig. 4, select the "Synchronization 
with AD" option and set the following parameters:   

Á domain name 
Á domain controller IP-address 
Á Active Directory user name and password (the user name can be entered in 

UPN (User Principal Name) format) 
Á polling interval (in seconds) 

 
The second step is to open the UserGate user group properties (after waiting for the polling 
interval), choose the "Enable Synchronization with AD" option and choose one or 
several groups from Active Directory.  
 
During the synchronization, users from the selected Active Directory groups will be 
automatically added to the corresponding UserGate groups. Authorization type for the 
imported users will be set to ñHTTP (NTLM) authorization.ò The imported user's status 
(on/off) is controlled by the status of the corresponding account in the Active Directory 
domain.  
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Figure 4. Active Directory synchronization settings 
 

Important note! To carry out the synchronization, LDAP protocol must be able to pass 
between UserGate server and the domain controller. 
 

 

User personal statistics page 
 
Every UserGate user can view his statistics page. Access to the personal statistics page 
can be obtained at the following address: http://192.168.0.1:8080/statistics.html where, for 
example, 192.168.0.1 is the local address of UserGate server and 8080 is the port on 
which the UserGate HTTP proxy server is running. The user can view his personal 
advanced statistics by logging in through http://192.168.0.1:8081. 
 
Important note! It is not recommended to change the standard port for web-statistics from 
8081 to any other. 
  
Important note! The 6.ʭ version has an added 127.0.0.1:8080 listening interface, which is 
necessary for the web-statistics to function when the UserGate HTTP proxy server is 
disconnected. Because of this, port 8080 on interface 127.0.0.1 will always be working on 
UserGate Proxy & Firewall as long as usergate.exe is running. 
 

http://192.168.0.1:8080/statistics.html
http://192.168.0.1:8081/
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User Authorization Methods 

 
Internet access is provided only for users who successfully pass authorization on UserGate 
server. The program supports the following user authorization methods: 
 
Á by IP address 
Á by IP address range 
Á by a combination of IP and MAC addresses  
Á by MAC address 
Á by means of HTTP (HTTP-basic, NTLM) 
Á authorization through user name and password (Authorization Client) 
Á simplified version of Active Directory authorization 

 
For the last three authorization methods, you must install a special application on the 
userôs workstation - the UserGate Authorization Client.  The corresponding MSI package 
(AuthClientInstall.msi) can be found in the ñ%userGate%\toolsò directory and can be 
installed automatically through Active Directory group policy tools. The 
ñ%userGate%\toolsò directory also contains the administrative template to install 
Authorization Client through Active Directory group policy tools. 
 
If UserGate server is installed on a computer not included in an Active Directory domain, it 
is recommended to use the simplified version of Active Directory authorization. In this case, 
UserGate server will compare the login and domain name received from the Authorization 
Client with the corresponding fields specified in the user profile without requesting the 
domain controller. 
 

 

Terminal user support 
 
Along with classic (basic) HTTP authorization, UserGate server also supports HTTP 
authorization for terminal users. You can enable this option on the ñGeneral Settingsò 
page in the Administration Console (Fig. 5). This authorization method allows terminal 
users to connect to the Internet using their individual UserGate accounts by means of 
authorization data (user name and password) for each new connection. 
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Figure 5. Terminal user support 

 
The ñHTTP authorization for terminal server usersò mode is useful if you need to ensure 
that several network applications are running from a single computer under different 
UserGate accounts. In this case, enter the address and port of the appropriate UserGate 
proxy (HTTP, Socks 5) and authorization parameters (user name and password) for each 
network application. 
 

 

Using HTTP authorization with transparent proxy 
 
UserGate v.6 has the added feature of HTTP authorization for a proxy server working in 
transparent mode. If the workstation's browser is not set to use a proxy server and the 
UserGate HTTP proxy transparent mode is enabled, all requests from unauthorized users 
will be forwarded to an authorization page where you have to specify your user name and 
password. 
 
After authorization, you do not have to close this page. The authorization page refreshes 
regularly by means of a special script to keep the userôs session active. This mode makes 
all UserGate services, including NAT, available for an authorized user. To end the session, 
press the Logout button on the Authorization page or simply close the tab with the 
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authorization; 30-60 seconds later, authorization on the proxy server will disappear. 
 
Important note! This authorization method does not work for terminal server users. 
 

 

NTLM authorization 
 
UserGate Proxy & Firewall HTTP-proxy supports NTLM authorization. To use this 
authorization method, you must set the Active Directory synchronization parameters and 
complete the following: 
  

Á allow NetBIOSNameRequest (UDP:137) packages to pass between UserGate 
server and the domain controller 

Á provide for NetBIOSSessionRequest (TCP:139) packages to pass between 
UserGate server and the domain controller 

Á register the UserGate HTTP proxy address and port in the user's workstation 
browser 

 
Important note! To use NTLM authorization, the workstation where UserGate is installed 
does not have to be in the Active Directory domain. 
 

 

Using Authorization Client 
 
The UserGate Authorization Client is a network application that works at the Winsock level, 
which connects to UserGate server using a predefined UDP port (port 5456 is used by 
default) and sends user authorization parameters: the authorization type, user name, 
password, and etc. 
 
In the Authorization Client settings, you should specify the UserGate server IP address and 
port, and the authorization method and parameters (user name/password) as specified in 
the user's UserGate profile. 
 
The first time it is launched, the UserGate Authorization Client monitors the 
HKCU\Software\Policies\Entensys\Authclient registry key to find settings obtained 
through the Active Directory group policy. If these settings are not found in the system 
registry, you have to specify the UserGate server address manually in the third tab from the 
top in the Authorization Client. After the server address is defined, press the ñApplyò button 
and go to the second tab. On this page, enter the user's authorization parameters. The 
specified Authorization Client settings are stored in the 
HKCU\Software\Entensys\Authclient registry key. The Authorization Client log is saved 
in the Documents and Settings\%USER%\Application data\UserGate Client folder. 
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Figure 6. Authorization Client settings 

 
UserGate Authorization Client shows statistics on bytes sent/received, time spent online, 
and its cost. Additionally, there is a link available in the Authorization Client to the userôs 
personal statistics page. You can change the Authorization Clientôs skin by editing the 
appropriate template, in the form of an *.xml file, located in the clientôs parent folder.  
 
Important note! The Authorization Client is not supported for terminal server users. 
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UserGate Services settings 

 

DHCP settings 
DHCP (Dynamic Host Configuration Protocol) service automates the process of configuring 
network settings for local area network clients. With DHCP server, you can dynamically 
assign the IP address, gateway address, DNS, WINS-server and etc. for all network 
devices. 
 

To enable the UserGate DHCP server, select the ñServices  DHCP Server  Add 

interfaceò option in the UserGate Administration Console or press the ñAddò button in the 
Control Panel. In the displayed dialog box, select the network interface where DHCP server 
will run. For the minimum DHCP server configuration, it is sufficient to set the following 
parameters: IP address range (address pool)ðthe range of addresses available to local 
area network clients from the server, the network mask, and the lease time. The maximum 
pool size in UserGate is 4000 addresses. If necessary, you can exclude one or several IP 
addresses from the chosen address pool by using the ñExclusionò button. You can also 
attach a permanent IP address to a particular network device by creating a corresponding 
reservation in the Reservations page. An IP address stays permanent when a lease is 
extended or obtained by making a Reservation for the network device's MAC address. To 
create a reservation, enter the IP address of the device only; the MAC address will be 
defined automatically when you press the corresponding button. 
 

  
Figure 7. UserGate DHCP server settings 

 
UserGate DHCP server supports the import of Windows DHCP server settings. In order to 



 23 

 
www.entensys.com 

 

 

use this feature, you must first save the Windows DHCP settings to a file. To do so, launch 

the command prompt (Start  Run , enter ñcmdò and press <Enter>) on the server where 

Windows DHCP is installed, and type the following command in the window that appears: 
netsh dhcp server IP dump>file_name, where IP is your DHCP serverôs IP address. The 
import of settings from the file is performed through the corresponding button on the first 
page of the DHCP server setup wizard. 
 
The delivered IP addresses are shown in the lower part of the Administration Console page 
(Fig. 8) along with the client information (workstation name, MAC address) and lease start 
and end time values. By selecting a previously delivered IP address, you can add a user to 
UserGate, create MAC address reservations, or remove the given IP address. 
 

 
Figure 8. Removing issued addresses 

 
The removed IP address will be placed into the pool of free DHCP server addresses after a 
certain period of time. The option of removing an IP address becomes useful if a 
workstation that received an address from UserGate DHCP server is later taken offline, or 
if its MAC address was changed. 
 
DHCP server can answer client requests when requesting the "wpad.dat" file. This method 
of receiving proxy server settings is carried out by sending a template file, available in the 
C:\program files\entensys\usergate6\wwwroot\wpad.dat folder. 


