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IMAP-nj tco | to sfmizh j Mise dzv | o ts 6O B wifsjiAc o jftdOy s f 5 it
| MAP/ | MAPs, BeBiMfjudoOw oLOdBsHj2MIseodj d3J yH

4 J oo PAFP3 (CSEPOpPI)
POP3-nj tco | to smikh j Miseo dzv j Is tcOB BIskz fsylstso G ts
POP3/ POP3s, teBjMfijydoaoOw oL Odd&BsHj2MIlsedj d3j Y H

1 dzO dzd tc s §GSHGIonN)

1 zOdzdtetsoh d¢ dMmMfsdz! L 2J Ismyw Hdzw B dztseo dzj dzd W B
9 JLHJ, GHJ stcjBlzjlsmw o' f sdzdzj dzd fsolststgw s h
ttOMmMmr z¢ k& MmlsOdMmisdSd ttOBtlsT Mjtco jtcO® User Gat e
] zOdzdtesoh ¢ Y sHHjYdoOjls  j3JHdAj gidgy Wdztsjiy j d
ftesdLotsdz detsj tw©WOMf dMOdedj L OHOY. [ dzv ftetsdL ots
MtcsC O WtsttddOlsO® CRONTAB. tlstesCO o' ddzv"Hdl ¢
ftetsBj dzt dz" di3d M Bo sdzORd (ftetsB j dzf d/ dadzd L dzOC
o MdzjHikeh jd&g adHj:

( B3] dalz K59): O( yefigr): O( Hded -34J)MY(UBLBY y:( 0 J dz' -6,dxj HJ dzq
otsMSte Mg dz' )

SOYHB] dL fjteora fgwisd ftsdzj?2 By Jjls Brils! L OHC

A 1oYLHBYySOS(HWPYOjls 9jMm! HJOTOLBd (Bl fjt

A 1 i%dhHetL ZOYOjls HdOf Od Gz -1 g e j 5 O tedzO
5,6 d 7;

A ufdmSd. Clts ydmdz0 (ddzd HJO§ OLtsdz" ) :t6OL H
“1,5,10, 11,19-23);dzd " 1

A 19YyLHBYSO d Isdtej dmMisdy Likzslsmw Hdv et
bCOLT 90j sfw  fsmdi Coit21l0yj2tes’ &k mjdsy tod ds
"2, 4,6,8,10", 0O ortwOyjddi "*/2" o {sdj
HO O YyOmo

dbtcn do Olststc CRESYIE)  (

{MmMeh ifmsedvjl fijttdsHdud MEs] (sfdtetse Oded J ft
ZOMstes2C 08 fosdicOdBd Hdzw  tjLjtody 7 S

o MMIs OdzO o dzd ac@jdy daflas 2 M8 Ay dd § smdzj Hdzs 8 9 jtemds
fsylssotsets Mjtco J 0.

1 j €] oo CREHTTP)
l jfjteojte Hdw OHBJddMediss Odzdw 0 sbe{(j @zstses
fsystotcets Mjtkojto.

R dzls j oW AP Hndzv  dnjj gc o j @SBSr(Ctrl)
[SHEZd , t©jOddLEshd2 XWIRPCAWY ddsQ ity I igdsj & Ps
(CSEHTTP).
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]l seWHBS tBKOBBISSd Mtstse M j dzd 2

lted ®BttOBBIKS] © User Gate Mail Server MmMtstss
1L IsOf s Wddz steOydd: Wddz steOydw MmMsjHddzd ded?2, W
Wddz stcOydqw i ts OHtej Miz @GOGy ddf 8  ff 5 HY dedp'O dz
fsmdzj Hdzy &3 1 ISOY § ftesdL otsHdIlsmw sBteOBBISC O M
ftcOoddzOBd, ML HOdzdz" di3d OH BJ dzd MistcOlsstesd3 M Lo |

ANddzt steOydw My HJdz ded 2
ANddz stcOydw MsjHddzj dzed?2 MrJ BOsdydes ftoj HMIs Oo dz
onBBHWh jes ftsHC R JLEAStclsdzO Mmj tco j to User Gat e
ftosmdzOlstcdo OjIs Mot ¢ dzsB Odz0eztcld Miss j &z F dME Y M s
O MbteOdzd yd Tcypasdeyf O BJdz" § Mfdmcde. 1 €cC
MfdMCO dBseckzls Bl IS GuUEdzH-QIOE PIHtsdz, | &0J dzO dzd J
f dfm: sdf O A) dqdzd dOL o 0Odzdj T Bylssetsects tsBd
' User Gat e Mai | Server tc OL 8@ HtOjifilpO kd C
dIs cdzsBOdz dz" § MY dMEd OLrQjtdjifisy .7 (dinc
d YHCd® yjddj -GHaf) @ icts am@EisH N j P v
User Gate Mai l Server ftsfkzmMEOjls oM,
, MBBLHOdZ » OHBJdIMSOISsSd Mjtts tcO,
Mo, fsfOHOEhdn o c¢cyjtedzr 2&¢ Mydmse, Us

mMdzj e h jd&3 hOej] User Gate Mai l Server or t
HWh jd  ftsHCd yj ddf -ORaduA.tctsh ©fzBH Ol jndsts o
rGate Mail Server LOCtr 90jls MtsjHddzj ded j
deCji. 10Mbtcs?2C 0O HOBOfREHzdesy SONSBO tHddsd B |
¢ tsdzfn s dzd OHBddzd Mistcdtctso Odzd W . J f OcOdzj stcOR
DNSBL-Jj tco j tetso , Cslsster j dmMf sdz' L 8¢ Ismw H dzw i 1
dimcdzs yjded2. 1 Mfdmci dMmS¢ dzOwjtededl Oy dztO dadd § OL
ddzd dzOL oWisiisfgis dtss 5B d3j dzded € O.

S0l FIFSIIF- T
(O]
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Incoming TCP connection

D

A
White list (WL) IP-address Y -~ .
0] check isin WL? 'O Skip all checks
<
o N
L
l: \ 4
L
=z Black list (BL) IP-address Reject and close
9 check isin BL? connection
|_
O
Ll N
2
v
©)]
O .
DNS BL IP-address Reject and close
check is blocked? connection

AdJdz steOydw s OHte] Mz dMmlstsydzd € O

Addzt stecOydwy 8 OHtj Mk dhssydds O orf ff sdzdzv j Ismw
FROM. ( Mdzd © COyjMmsej OHLjMO © MAI L FROM
(OHtejfM odHO fA<>0), SgseeGatoeg f Mazdzdls ftotse j tc€
ftotseo j 6C O dzj 5B~ SH d &30, &zOf ted d3J te, H dzw B Ozt
dde¥V stedzOydtsdedzr » MstsB M jdzed?2, dz2Oftedd3j o, MssBh jC
fdmj d35. J ZOMistc s e O ( fBsascOkdadcyat -B accokdBscdafry it Geds
ECOL™ 9 O lgfiqis e Mt ¢ dz¥ yj dad 2 d OHtj M fj tco j to
dmf sdz! L s Ols! MW Hddzw fHtetso jtcl (.

{ fMdzd o CtsBOdZH] MAI L FROM Br d&z ftsdzzyjdz dzgj ¢ kzf
fesejtedls Jets dz0 on~BYHJ dd J ) cBjdzr2e d ¢y
fsf OHOE N dr © c¢cyjtedzr 2¢ MEidhtsSer Weer GO " 9 O
MsjHddjddj M Mtstlssjlsmisolkzshdd Mstse" jdedj &
fsfOHOehdr o ¢BjdzZr 2 Mfdmtse, oMmMJ HOd dzgj2h d}J
1 O Mdzj HEze h jd3 hOGJ or f sdzdzw j Isw-L Offtefthpd] tc ¢ ®la i
eXchanger ) Hdv CHEHIMGEEDS 5 GfHjtdg jiH Odz 8 S Sd@3O0OdzH y M
fteso jicC O dO&Zdudw SPF (Sender Policy OFd&gdew
o Cedy©j Ismw zO MisteOdzd iy i dz@ g diizdd fiply ©OER € e ) ¢ ts
OHBddzd Mistedtetso Odzd v . -l taQjdigjClsfic ' L CBHPAR Is iy w z0 s
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Mistc@ded © ©WOLHjdzg c¢codzsdmi Odze . tdOSydqy 8SBETr Ga
ftesojteéd LOHOjIMW o dOMtes?2C0On Mjtco j 60O.

10 tsmMdzjHdzj dg 1 IsOfj or ftsdzdgy jIsfpw Wddzw IsteOydw
f sz yd dzdes sz 9 € s 3O daled WBd3) dzdzt®R O Md d3\t MmifdidfridsH, © J Is
UserGate Ma i | Server LOCtr 90jIs ontsHWh jj mMtsy Hd
mMetseh jdzedJ &3 sB thdB S j .
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O 2

MAIL FROM

Backscatter
check

IP-address
blocked?

Sender white

list (WL)

check

Sender
Isin WL?

Sender black
list (BL)
check

Sender
Isin BL?

SENDER FILTERING

Reject and close
connection

() skipall checks

Reject and close
connection

N Reject or send
> MX check ERROR
Y
A
N Reject or send
SPF check ERROR
Y
Domain Reject and close
AL e Blocked? connection
5 3
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Addzl steOydw s OHtoj Mk dzOL dzOyj dzed v

Addzt steOydw 5 OHtj Mz dz2OL dzOyj dedw o' ff tsdzda¥ § Is
RCPT TO. 1 tdzyjddz 2 bt pff tsthtetgazdtgw jpls figrs j dzr 2 &
MfdmSd. rd¥ OHtjMO dzZOL dZzOyj dedv, §SfOHOsN jGts

ftotseo j 6Cd dad or ff sdzdgw ¥ Isfpw . r dzw OHtej Mse , sy
User Gat e Mai | Server LOCtr 90jlIs ontsHWHh jj fr
Mtstse h j d&f j= dB € 4§ .

[ Odzd J User Gat e Mai | Server ftetso JtwW jls HiMm

Mstslso jIsMisaedd M tBttOBOISr 90 &3 d3d ¢ sylstser dzd |
MssBh jideds23d dz" ¢ ) . [ MmMdzd  sylsse ™ 2 Htdi] dz dzOL dzOy
(internal relay), tedMai tsSptvVdgr Uy sHGalzse yO  Ise
BOteh tolzls § fsytsotsdd Mjteojtkz d Hetseo jtow jls da
Csdi3OdzH T RCPT TO. ( Mdzd OHtej M dz2OL dzOyYJ dedw tsls
fsylssotsdy mMJjteo ey, User Gat e Ma i | Server
Mstseh j dafy d5C § .

dzv COYHBGEB ontHWh jets fsHCdzs yjddw User Gat e
(IP-OHtej M, M Cobttttets dddyddtese Odzss § sH S dz¥ yJ da
RCPT TO) d ftshMdisOtcedo OjIls o dzlzlstej dzdzd?2 MY d Mt
Mtsd Hddaj dzd 2 . ( Mdzd f ts diddsuiny tadisdh) IS?e 2 |5 ts  fodig Iseo dziz Istc § «
(fsHCdzs yjdedy M OSBRI §OLOdi steORB] f sdzkz yj dzts
otsLoatOh Ojls Mmtstse M j dad j 5 otcj d3j dzdzts 2 sh dB ¢ j.
Greylisting. 1 OO Ister Greylisting ZCOLT™ 9C
tcOL H j ddgls ddndf O dze .

[ dzw LOhdlIsr tsls fsHBSIGO OHtj Mo dzOL dzOy4d dzd
fticd HEM@IsSISte ] d&Z0 JSHHJtey O Tarpiting. Clsts W
fsylsotsets Mjtto jt® ftod §odkzyjddd dsostset OHIG
Ctsd30dzH | RCPT TO. ] ZOMiEte s 2 € OFBJ Hfdy dzdzidzts dzUs
9 ¢ dzt yo,  lsmw fted §sdzzyj ddd Bisdzj Jj fwisd OHteJ
Tarpiting E2CSOL"™ 908 Ismw ldzOdzGasde OjdzddgQ M Is; teh tetAsS dfingtf . © d

www.usergate.ru £

18



i UserGate wuil server

QO 3

RCPT TO

A 4

Recipient

check

white list (WL)

Recipient
isin WL?

A 4

Recipient

check

black list (BL)

Recipient
isin BL?

RECIPIENT FILTERING

A 4

Check
Recipient

Recipient
present?

Greylisting

4

Tarpiting

tO Skip all checks

Reject and close
connection

Send ERROR

ANddz steOydWw
Addzt stcOydWw

fjtcosds M OcJ
st M j dad W,
(f OtcOdzj Iste
mhMjtceo j tcOe)a,t e
MI ME 1s0O¢yj

Cobolststslso jIse.

fts MiHJ tey Odzd ©
5 MH] ey Odedsbdzizay§ dizd O jlsig fir©  ffipascfs 5 §

o1 f t5dzdzv j Isyw

FCOL Odzdz 2 9

¢f OCMmd B3Odz' dzOW
Server

U sMeari G
st telk  lshw

ftoso j 6C O
LOcsdse § j,

LOGsdzs 9 €
ftcjorhoj

Chkze ddzO®  jtej fr-dzC d e

L OB dzts € ( to
slso j Isdzts

il fMttsh
fMstsen § ded J ,
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10 MmMdjHEkE"jd& 150f] SfUBgiZ %5 J
s dzdzOiddc o d MO ¢ [ B dzOydz" 2 Odzlscffnl]’
d34lstsHG) HTTP POST ffJjttjHOjIsMmw
[ dzv  tcOB SIsT i tco d MO

ftotsn sy HJ dzd § UthSISiSClsde HTTP, dz0O
| Server. wuttBh(jQEd vy G 0 dzd thx;dzdzf' )
ZzOydz' 2 Odzsdmf Odze or fsdzdzv jIs d Odesdoe dtelzmec
Ckz ¢ OtcOdzls dueiNg u(a%h&BSE% ne) . stssB M j dzd § gL
IS Bl Is! 4t MdzO dzts LIRS OHtej i dzOL dzO0
Is o
¢k

IS
B a5 g
z dz
¢l

B ptzd ¥ 6 MO fol
e € o dzfin IHBIGBIB@
dzd ¢ O &z’ dzr )
ZOydz 2 Odgsd

=
Q.
2
(]
Q.
&

B

&
ot
=x
o
Q.
&
N

dIsmiso a2 ¥WO2dz §jtj di3i Misd\isail\g uar afrotfiSnfe
WASB\E Mport . sOCOV fjtejMmr 2¢O or ff sdzdaw §
clitej MdzOIs! JdMm! ddsé dzO MisteOded y4 ¢ r kztedzC

- geIgeo g0
S 0T F O F

£z
O
S~

[dstsBh jdzdw o fOfCJ COtOdsddzO § jtedtsHdy, f
IsC df fL.CHHCOE Isfqw o tOL HJ pfecg dgzh gt Dcde ¢ sdz
ddzd MlstcOIststc O. 10f¢kE dsyds sydh Ols! fts to
BOIs § Mis s € a h(tpj/d3z.wikipedia.org/wiki/Cron). 1 5 3B dzy O dzd ®

j tod s H mnyefifids®eddzy jIs 30 Hdzj 2.

[ Odzj J User Gat e Mai l Ser-Wd¢adz lsotg fysfdtdzv g Is §f BERP
sfmdese ] MlsOsdmMisdyj Mitsets @B ssHO (Wddz stcOydw 1
Oze stedlsd3O Wddz IsteOydd ZO0 tMhdse | B sSSHO 1 C
Oo Is®lslzf Wi MEtsd B EZYUddEfliv - 20 sffjtsE rZO dzdz" M| € O MEdgd
¢ [ Bd&zOydz 2 Odzlsd M Odze . 1 0 fsmdzj Hdzd &3 { sOYf §
Odzsdo qtczmdzOw ftetseo jt6eC O d BOBSBISSO Mtsseh j dzd
OHBddzd MistcOIsstcO.
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O 4

DATA

»| Message Body

A

Check MIME
Header (hop-
count)

Limit
Exided?

Reject and close

connection

Cloud Antispam

Default action
(Quarantine)

Default action
(Quarantine)

CONTENT FILTERING
(9]
C
8

Bayesian
Filtering

Default action
(Quarantine)

Antivirus

Default action
(Quarantine)

4@ Delivery Queue
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Iyt H! MesBh jdzd2 d ftsolststedzOW HBMIsSOs ¢
ltosfdislste syjtejHd HtsMisOaCd Mtsseh jdzd?2 o r-ff tsdzdaw
rtcdzOdz Mistsen jdzd2e M E2COLOddjds o COyj fMmisaj
CdzdSk ¢l ByjttjHd HBMIsOaCde.

sflsOo dzj dgdgtse h j degd ™ §tscsj h O Isfjails uhPf G|  WESE |
©Odz" Isfw o -Als jdajjHdpdld .2 CsO §OfCO dmisd Likjliw
fitstseh j dd?2 d0 MlstOddyj ¢r ktedOd Mssh j dd? e .

BN jdzdw, Cwltster j dzj bEHOdSH! HshMsOsdls: O
fsfrisCd, fodjhoslsmy \malsuops zH BGIFEY% § ¢ IsC
sksfweOodls! fsylsk Bkhukls fesdmMisndls! (& fdjHks

-ydtejL 30 Bddekzls tsls §f sMmdzj Hdzgj 2 BlsftcOo Cd
-Yyjtedt 1 yofm b fmdziHd]?2 lsftcdoCd
-yjtejL 2 yomo wls fsmdzjHdzj 2 BlsftcOaCd
-Yyjtedt 3 yomo wls fsmdzj Hdzj 2 slsftcOo G d
-COYHT jJ 4 yOMmO tisldsf tdf Geoficdzfj .H dzj 2
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Ctoj Misd S tsdk. LiNsOdzse d Is Btsdz' M jj Stdzdyj ket
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