
 

 

 

 

 

 

 

 
UserGate Mail Server 2.x 

ʈʫʢʦʚʦʜʩʪʚʦ ʘʜʤʠʥʠʩʪʨʘʪʦʨʘ 



 

 

www.usergate.ru 

 

2 

 

ʆʛʣʘʚʣʝʥʠʝ

ɺʚʝʜʝʥʠʝ ................................................................................................................................................4 

ʉʠʩʪʝʤʥʳʝ ʪʨʝʙʦʚʘʥʠʷ .......................................................................................................................5 

ʋʩʪʘʥʦʚʢʘ ʠ ʫʜʘʣʝʥʠʝ UserGate Mail Server ....................................................................................6 

ʈʝʛʠʩʪʨʘʮʠʷ UserGate Mail Server .....................................................................................................7 

ʇʦʣʠʪʠʢʘ ʣʠʮʝʥʟʠʨʦʚʘʥʠʷ .................................................................................................................8 

ʄʝʪʦʜʳ ʘʥʪʠʩʧʘʤ-ʬʠʣʴʪʨʘʮʠʠ .........................................................................................................9 

ɹʳʩʪʨʘʷ ʥʘʩʪʨʦʡʢʘ UserGate Mail Server ...................................................................................... 10 

ʉʪʨʫʢʪʫʨʘ UserGate Mail Server ....................................................................................................... 11 
ɸʛʝʥʪ ʤʦʥʠʪʦʨʠʥʛʘ (CSETray) ........................................................................................................ 11 
ʂʦʦʨʜʠʥʘʪʦʨ (CSERouter) ............................................................................................................... 11 
SMTP-ʩʝʨʚʝʨ (CSESmtp) ................................................................................................................ 11 
ʂʦʦʨʜʠʥʘʪʦʨ ʦʙʨʘʙʦʪʢʠ ʩʦʦʙʱʝʥʠʡ (CSETosser) ........................................................................ 11 
ʆʙʨʘʙʦʪʯʠʢ ʩʦʦʙʱʝʥʠʡ (CSEProcessor) ....................................................................................... 11 
ʄʝʥʝʜʞʝʨ ʜʦʩʪʘʚʢʠ ʩʦʦʙʱʝʥʠʡ (CSEDM) .................................................................................... 12 
ʄʦʜʫʣʴ ʩʪʘʪʠʩʪʠʢʠ (CSEStat) ......................................................................................................... 12 
IMAP-ʢʣʠʝʥʪ (CSEImapC) ............................................................................................................... 12 
POP3-ʢʣʠʝʥʪ (CSEPop3ʉ) .............................................................................................................. 12 
IMAP-ʩʝʨʚʝʨ (CSEImap) .................................................................................................................. 13 
ʉʝʨʚʝʨ POP3 (CSEPop3) ................................................................................................................ 13 
ʇʣʘʥʠʨʦʚʱʠʢ (CSECron) ................................................................................................................ 13 
ɸʨʭʠʚʘʪʦʨ ʧʦʯʪʳ (CSESync) .......................................................................................................... 13 
ɺʝʙ-ʩʝʨʚʝʨ (CSEHTTP)................................................................................................................... 13 
ʀʥʪʝʨʬʝʡʩ API ʜʣʷ ʚʝʙ-ʩʝʨʚʝʨʘ (CSESrvCtrl) ............................................................................. 13 

ʇʦʨʷʜʦʢ ʦʙʨʘʙʦʪʢʠ ʩʦʦʙʱʝʥʠʡ ...................................................................................................... 14 
ʌʠʣʴʪʨʘʮʠʷ ʩʦʝʜʠʥʝʥʠʡ ................................................................................................................. 14 
ʌʠʣʴʪʨʘʮʠʷ ʧʦ ʘʜʨʝʩʫ ʠʩʪʦʯʥʠʢʘ .................................................................................................. 15 
ʌʠʣʴʪʨʘʮʠʷ ʧʦ ʘʜʨʝʩʫ ʥʘʟʥʘʯʝʥʠʷ ............................................................................................... 18 
ʌʠʣʴʪʨʘʮʠʷ ʧʦ ʩʦʜʝʨʞʘʥʠʶ ........................................................................................................... 19 
ʆʯʝʨʝʜʴ ʩʦʦʙʱʝʥʠʡ ʠ ʧʦʚʪʦʨʥʘʷ ʜʦʩʪʘʚʢʘ .................................................................................. 22 

ʂʦʥʩʦʣʴ ʘʜʤʠʥʠʩʪʨʘʪʦʨʘ UserGate Mail Server ........................................................................... 23 
ʃʠʮʝʥʟʠʷ .......................................................................................................................................... 23 
ʆʙʩʣʫʞʠʚʘʝʤʳʝ ʘʜʨʝʩʘ ................................................................................................................. 23 
ɻʣʘʚʥʳʝ ʥʘʩʪʨʦʡʢʠ .......................................................................................................................... 25 
ʉʣʫʞʙʳ ............................................................................................................................................. 26 
ʉʝʨʚʝʨ ʩʦʦʙʱʝʥʠʡ .......................................................................................................................... 27 
˹͚͊ͫͭͪͦ͊͟ {a¢t-͔͍͔ͫͪͪ͊ ........................................................................................................................... 27 
˹͚͊ͫͭͪͦ͊͟ ͍͔͋-͙͔ͤͭͪͺ͔͚ͫ͊ ....................................................................................................................... 29 
˨͔ͦͣͤ· ....................................................................................................................................................... 30 
ˢ͊ͯͤͭ͟͟· ..................................................................................................................................................... 34 
ˮ͔͎͙͍ͤͭͪͪͦ͊ͤͤ·͔ ͫ !ŎǘƛǾŜ 5ƛǊŜŎǘƻǊȅ ͊͊ͯͤͭ͟͟· ......................................................................................... 38 
˿͙͙ͨͫ͟ ͪ͊ͫͫ·͙͟͡ ........................................................................................................................................ 40 

ɸʥʪʠʩʧʘʤ .......................................................................................................................................... 41 



 

 

 

www.usergate.ru 
 

3 

 

˻͍ͫͤͦͤ·͔ ͚͙ͤ͊ͫͭͪͦ͟ .................................................................................................................................. 41 
˹͚͙͊ͫͭͪͦ͟ {tC ............................................................................................................................................. 46 
˹͚͙͊ͫͭͪͦ͟ 5b{.[ ........................................................................................................................................ 47 
˥͔͚͙͙͎ͪͫͭͤ͡ όDǊŜȅƭƛǎǘƛƴƎύ ............................................................................................................................ 48 
˹͚͙͊ͫͭͪͦ͟ {¦w.[ ........................................................................................................................................ 49 
˻͋͊͡;ͤ·͚ ͙͊ͤͭͫͨ͊ͣ ................................................................................................................................... 50 
͔̉ͪͤ·͔ ͙ ͔͋͡·͔ ͙͙ͫͨͫ͟ ............................................................................................................................. 51 
Backscatter ................................................................................................................................................... 52 
ˣ͚͔͊ͫ ͺ͙͡Έͭͪ .............................................................................................................................................. 53 

ɸʥʪʠʚʠʨʫʩʳ ...................................................................................................................................... 54 
ʇʨʘʚʠʣʘ ʜʣʷ ʩʦʦʙʱʝʥʠʡ ................................................................................................................ 55 
ʈʝʟʝʨʚʥʦʝ ʢʦʧʠʨʦʚʘʥʠʝ .................................................................................................................. 56 
ɸʚʪʦʦʪʚʝʪʳ ...................................................................................................................................... 57 
ɿʘʛʨʫʟʯʠʢ ʧʦʯʪʳ ............................................................................................................................... 58 
ʄʦʥʠʪʦʨʠʥʛ ...................................................................................................................................... 59 
ˬͯͪͤ͊͡ ͫͦͦ͋΅͔͙͚ͤ .................................................................................................................................... 59 
ˬͯͪͤ͊͡ ͔͙͚ͫͫͫ ............................................................................................................................................ 63 
ˬͯͪͤ͊͡ ͫͦ͋·͙͚ͭ ......................................................................................................................................... 64 

ɺʝʙ-ʢʣʠʝʥʪ UserGate Mail Server ..................................................................................................... 67 
˹͚͊ͫͭͪͦ͊͟ .................................................................................................................................................... 68 
˾͔͙͍͒͊ͭͪͦ͊ͭ͟Έ ͨͦ;͍ͭͦ·͔ ͍͙ͨͪ͊͊͡ ............................................................................................................ 69 
ˢ͍͍͔ͭͦͦͭͭ .................................................................................................................................................... 71 
˿͔ͣͦͭͪͭΈ ͙͙ͫͭͦͪΌ ͔͙͚ͫͫͫ .......................................................................................................................... 72 
ˤ·ͻͦ͒ .......................................................................................................................................................... 72 

ʇʦʣʫʯʝʥʠʝ ʪʝʭʥʠʯʝʩʢʦʡ ʧʦʜʜʝʨʞʢʠ ............................................................................................... 73 
 

 



 

 

 

www.usergate.ru 
 

4 

 

ɺʚʝʜʝʥʠʝ 

UserGate Mail Server ï ʵʪʦ ʧʦʯʪʦʚʳʡ ʩʝʨʚʝʨ ʩ ʠʥʪʝʛʨʠʨʦʚʘʥʥʳʤʠ ʩʨʝʜʩʪʚʘʤʠ 
ʬʠʣʴʪʨʘʮʠʠ ʩʧʘʤʘ ʠ ʘʥʪʠʚʠʨʫʩʥʦʡ ʧʨʦʚʝʨʢʠ. ʉʝʨʚʝʨ ʧʨʝʜʦʩʪʘʚʣʷʝʪ 
ʚʦʟʤʦʞʥʦʩʪʴ ʩʦʟʜʘʚʘʪʴ ʧʨʘʚʠʣʘ ʦʙʨʘʙʦʪʢʠ ʧʦʯʪʦʚʳʭ ʩʦʦʙʱʝʥʠʡ, ʚʢʣʶʯʘʝʪ ʚ 
ʩʝʙʷ ʬʫʥʢʮʠʠ çɿʘʛʨʫʟʯʠʢ ʧʦʯʪʳè, çɸʚʪʦʦʪʚʝʪè ʠ çɸʨʭʠʚʘʮʠʷ ʧʦʯʪʳè. UserGate 
Mail Server ʦʙʣʘʜʘʝʪ ʤʦʜʫʣʴʥʦʡ ʩʪʨʫʢʪʫʨʦʡ, ʯʪʦ ʧʦʚʳʰʘʝʪ ʦʪʢʘʟʦʫʩʪʦʡʯʠʚʦʩʪʴ 
ʩʠʩʪʝʤʳ. ʂʨʦʤʝ ʩʪʘʥʜʘʨʪʥʳʭ ʤʝʪʦʜʦʚ ʬʠʣʴʪʨʘʮʠʠ ʩʧʘʤʘ ʠ ʘʥʪʠʚʠʨʫʩʥʦʡ 
ʧʨʦʚʝʨʢʠ ʚ UserGate Mail Server ʚʩʪʨʦʝʥʳ ʤʦʜʫʣʠ çʆʙʣʘʯʥʳʡ ʘʥʪʠʩʧʘʤè, 
çʆʙʣʘʯʥʳʡ ʘʥʪʠʚʠʨʫʩè, ʘ ʪʘʢʞʝ ʩʦʙʩʪʚʝʥʥʳʡ ʤʦʜʫʣʴ ʩʪʘʪʠʩʪʠʯʝʩʢʦʡ 
ʬʠʣʴʪʨʘʮʠʠ ʩʧʘʤʘ ʥʘ ʦʩʥʦʚʝ ʤʝʪʦʜʘ ɹʘʡʝʩʘ. 
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ʉʠʩʪʝʤʥʳʝ ʪʨʝʙʦʚʘʥʠʷ 

UserGate Mail Server ʨʝʢʦʤʝʥʜʫʝʪʩʷ ʫʩʪʘʥʘʚʣʠʚʘʪʴ ʥʘ ʤʘʰʠʥʫ ʩ ʦʧʝʨʘʮʠʦʥʥʦʡ 
ʩʠʩʪʝʤʦʡ MS Windows XP/2003/Vista/7/2008/8/2012 (32-ʭ ʙʠʪʥʫʶ ʠʣʠ 64-ʭ 
ʙʠʪʥʫʶ), ʧʦʜʢʣʶʯʝʥʥʫʶ ʢ ʩʝʪʠ ʀʥʪʝʨʥʝʪ. ʄʠʥʠʤʘʣʴʥʳʡ ʦʙʲʝʤ ʦʧʝʨʘʪʠʚʥʦʡ 
ʧʘʤʷʪʠ ʩʦʩʪʘʚʣʷʝʪ 512 ʄʙ ʜʣʷ WindowsXP/Windows 2003. ɼʣʷ ʦʧʝʨʘʮʠʦʥʥʳʭ 
ʩʠʩʪʝʤ Windows Vista ʠ ʚʳʰʝ ʨʝʢʦʤʝʥʜʫʝʪʩʷ ʥʘʣʠʯʠʝ ʦʧʝʨʘʪʠʚʥʦʡ ʧʘʤʷʪʠ 
ʦʙʲʝʤʦʤ ʥʝ ʤʝʥʝʝ 1 ɻʙ. ʊʨʝʙʦʚʘʥʠʷ ʢ ʩʚʦʙʦʜʥʦʤʫ ʧʨʦʩʪʨʘʥʩʪʚʫ ʥʘ ʜʠʩʢʝ 
ʦʧʨʝʜʝʣʷʶʪʩʷ ʢʦʣʠʯʝʩʪʚʦʤ ʦʙʨʘʙʘʪʳʚʘʝʤʳʭ ʧʦʯʪʦʚʳʭ ʘʢʢʘʫʥʪʦʚ, ʘ ʪʘʢʞʝ 
ʧʦʪʨʝʙʥʦʩʪʷʤʠ ʚ ʘʨʭʠʚʘʮʠʠ ʩʦʦʙʱʝʥʠʡ. ɼʣʷ ʫʩʪʘʥʦʚʢʠ UserGate Mail Server 
ʪʨʝʙʫʝʪʩʷ ʥʝʤʥʦʛʠʤ ʙʦʣʝʝ 100 ʄʙ ʜʠʩʢʦʚʦʛʦ ʧʨʦʩʪʨʘʥʩʪʚʘ. 
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ʋʩʪʘʥʦʚʢʘ ʠ ʫʜʘʣʝʥʠʝ UserGate Mail Server 

ɿʘʧʫʩʪʠʪʝ ʫʩʪʘʥʦʚʦʯʥʳʡ ʬʘʡʣ ʠ ʩʣʝʜʫʡʪʝ ʠʥʩʪʨʫʢʮʠʷʤ ʤʘʩʪʝʨʘ ʫʩʪʘʥʦʚʢʠ. 
ʉʥʘʯʘʣʘ ʚʳʙʝʨʠʪʝ ʜʠʨʝʢʪʦʨʠʶ ʜʣʷ ʫʩʪʘʥʦʚʢʠ ʩʝʨʚʝʨʘ ʠ ʟʘʪʝʤ ʜʠʨʝʢʪʦʨʠʶ ʜʣʷ 
ʭʨʘʥʝʥʠʷ ʧʦʯʪʳ. ʇʦ ʫʤʦʣʯʘʥʠʶ UserGate Mail Server ʫʩʪʘʥʘʚʣʠʚʘʝʪʩʷ ʚ 
ʜʠʨʝʢʪʦʨʠʶ ç%Program files%\Entensys\CSEè (ʚ ʜʘʣʴʥʝʡʰʝʤ %CSE%), ʘ ʧʦʯʪʘ 
ʭʨʘʥʠʪʩʷ ʚ ʧʘʧʢʝ ç%CSE%\mailè. ʋʢʘʞʠʪʝ ʘʜʨʝʩ ʵʣʝʢʪʨʦʥʥʦʡ ʧʦʯʪʳ 
ʘʜʤʠʥʠʩʪʨʘʪʦʨʘ ʠ ʠʤʷ ʧʦʯʪʦʚʦʛʦ ʩʝʨʚʝʨʘ. ʀʤʷ ʧʦʯʪʦʚʦʛʦ ʩʝʨʚʝʨʘ ʙʫʜʝʪ 
ʠʩʧʦʣʴʟʦʚʘʪʴʩʷ ʧʨʠ ʦʙʨʘʙʦʪʢʝ ʚʭʦʜʷʱʠʭ ʠ ʠʩʭʦʜʷʱʠʭ ʧʦʯʪʦʚʳʭ ʩʦʝʜʠʥʝʥʠʡ 
(SMTP, POP3, IMAP). ʆʙʳʯʥʦ ʵʪʦ MX-ʟʘʧʠʩʴ ʚʘʰʝʛʦ ʜʦʤʝʥʘ. 

ɺɸɾʅʆ! ɽʩʣʠ UserGate Mail Server ʧʨʝʜʥʘʟʥʘʯʝʥ ʜʣʷ ʦʙʨʘʙʦʪʢʠ ʚʥʝʰʥʝʡ 
ʧʦʯʪʳ, ʞʝʣʘʪʝʣʴʥʦ, ʯʪʦʙʳ ʠʤʷ ʧʦʯʪʦʚʦʛʦ ʩʝʨʚʝʨʘ ʩʦʚʧʘʜʘʣʦ ʩ ʥʘʟʚʘʥʠʝʤ MX- 
ʟʘʧʠʩʠ ʦʙʨʘʙʘʪʳʚʘʝʤʦʛʦ ʜʦʤʝʥʘ. 

ɺ ʤʘʩʪʝʨʝ ʫʩʪʘʥʦʚʢʠ ʤʦʞʥʦ ʫʢʘʟʘʪʴ, ʥʘ ʢʘʢʠʭ ʩʝʪʝʚʳʭ ʠʥʪʝʨʬʝʡʩʘʭ ʜʦʣʞʥʳ 
ʨʘʙʦʪʘʪʴ ʩʝʨʚʠʩʳ SMTP, HTTP ʠ HTTPS. ʇʦ ʫʤʦʣʯʘʥʠʶ ʩʝʨʚʠʩʳ ʧʨʦʩʣʫʰʠʚʘʶʪ 
ʚʩʝ ʜʦʩʪʫʧʥʳʝ ʩʝʪʝʚʳʝ ʠʥʪʝʨʬʝʡʩʳ ʩʝʨʚʝʨʘ. ʀʟʤʝʥʠʪʴ ʠʥʪʝʨʬʝʡʩʳ ʧʦʩʣʝ 
ʫʩʪʘʥʦʚʢʠ ʤʦʞʥʦ ʥʘ ʩʪʨʘʥʠʮʝ çʉʣʫʞʙʳè ʚ ʢʦʥʩʦʣʠ ʘʜʤʠʥʠʩʪʨʘʪʦʨʘ. 

ʇʦʩʣʝ ʟʘʚʝʨʰʝʥʠʷ ʫʩʪʘʥʦʚʢʠ ʩʝʨʚʝʨ UserGate Mail Server ʟʘʧʫʩʪʠʪʩʷ 

ʘʚʪʦʤʘʪʠʯʝʩʢʠ, ʘ ʚ ʩʠʩʪʝʤʥʳʡ ʪʨʝʡ ʙʫʜʝʪ ʧʦʤʝʱʝʥʘ ʠʢʦʥʢʘ  ʩʧʝʮʠʘʣʴʥʦʛʦ 
ʤʦʜʫʣʷ (ʘʛʝʥʪʘ) ï CSETray. ʉ ʧʦʤʦʱʴʶ ʢʦʥʪʝʢʩʪʥʦʛʦ ʤʝʥʶ ʘʛʝʥʪʘ ʤʦʞʥʦ 
ʚʳʧʦʣʥʷʪʴ ʟʘʧʫʩʢ ʠ ʦʩʪʘʥʦʚʢʫ ʤʦʜʫʣʝʡ UserGate Mail Server, ʘ ʪʘʢʞʝ 
ʦʩʫʱʝʩʪʚʣʷʪʴ ʤʦʥʠʪʦʨʠʥʛ ʩʦʩʪʦʷʥʠʷ ʤʦʜʫʣʝʡ. ɽʩʣʠ ʢʘʢʦʡ-ʣʠʙʦ ʠʟ ʤʦʜʫʣʝʡ 

ʩʝʨʚʝʨʘ ʥʝ ʟʘʧʫʱʝʥ, ʥʘ ʠʢʦʥʢʝ ʘʛʝʥʪʘ ʧʦʷʚʠʪʩʷ ʚʦʩʢʣʠʮʘʪʝʣʴʥʳʡ ʟʥʘʢ . 

ɸʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʝ ʩʝʨʚʝʨʘ UserGate Mail Server ʚʳʧʦʣʥʷʝʪʩʷ ʯʝʨʝʟ ʙʨʘʫʟʝʨ. 
ʂʦʥʩʦʣʴ ʘʜʤʠʥʠʩʪʨʘʪʦʨʘ ʜʦʩʪʫʧʥʘ ʧʦ ʘʜʨʝʩʫ http://localhost/admin. ɼʣʷ ʜʦʩʪʫʧʘ 
ʢ ʥʝʡ ʪʨʝʙʫʝʪʩʷ ʣʦʛʠʥ ʠ ʧʘʨʦʣʴ, ʫʢʘʟʘʥʥʳʝ ʧʨʠ ʫʩʪʘʥʦʚʢʝ. ɽʩʣʠ ʚʳ ʥʝ 
ʫʢʘʟʳʚʘʣʠ ʣʦʛʠʥ ʠ ʧʘʨʦʣʴ, ʪʦ ʧʦ ʫʤʦʣʯʘʥʠʶ ʣʦʛʠʥ ï Admin, ʘ ʧʘʨʦʣʴ ʧʫʩʪʦʡ. 
ʆʙʨʘʪʠʪʝ ʚʥʠʤʘʥʠʝ ʥʘ ʪʦ, ʯʪʦ ʠʤʷ ʧʦʣʴʟʦʚʘʪʝʣʷ ʠ ʧʘʨʦʣʴ ʯʫʚʩʪʚʠʪʝʣʴʥʳ ʢ 
ʨʝʛʠʩʪʨʫ. 

ʋʜʘʣʝʥʠʝ UserGate Mail Server ʚʳʧʦʣʥʷʝʪʩʷ ʯʝʨʝʟ ʛʣʘʚʥʦʝ ʤʝʥʶ çʇʨʦʛʨʘʤʤʳ ï 
UserGate Mail Server 2.x ï ʋʜʘʣʠʪʴ ʠʣʠ ʠʩʧʨʘʚʠʪʴ UserGate Mail Server 2.xè, ʠʣʠ 
ʯʝʨʝʟ çʇʘʥʝʣʴ ʫʧʨʘʚʣʝʥʠʷ ï ʋʩʪʘʥʦʚʢʘ ʠ ʫʜʘʣʝʥʠʝ ʧʨʦʛʨʘʤʤè (Windows7/2008-
çʇʘʥʝʣʴ ʫʧʨʘʚʣʝʥʠʷ ï ʇʨʦʛʨʘʤʤʳ ʠ ʢʦʤʧʦʥʝʥʪʳè). 
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ʈʝʛʠʩʪʨʘʮʠʷ UserGate Mail Server 

ɼʣʷ ʨʝʛʠʩʪʨʘʮʠʠ ʧʨʦʛʨʘʤʤʳ ʦʪʢʨʦʡʪʝ ʩʪʨʘʥʠʮʫ ʢʦʥʩʦʣʠ ʘʜʤʠʥʠʩʪʨʘʪʦʨʘ 
çUserGate Mail Server ï ʃʠʮʝʥʟʠʷè ʠ ʥʘʞʤʠʪʝ ʢʥʦʧʢʫ çɿʘʨʝʛʠʩʪʨʠʨʦʚʘʪʴè. ɺ 
ʜʠʘʣʦʛʝ ʨʝʛʠʩʪʨʘʮʠʠ ʜʦʩʪʫʧʥʳ ʪʨʠ ʦʧʮʠʠ: çɺʚʝʩʪʠ ʇʀʅ-ʢʦʜè, 
çɿʘʨʝʛʠʩʪʨʠʨʦʚʘʪʴ ʙʝʩʧʣʘʪʥʫʶ ʚʝʨʩʠʶ ʥʘ 5 ʷʱʠʢʦʚè, ʠʣʠ çʇʦʣʫʯʠʪʴ 
ʜʝʤʦʥʩʪʨʘʮʠʦʥʥʳʡ ʢʣʶʯè. 

ɺʚʦʜ ʧʠʥ-ʢʦʜʘ ʪʨʝʙʫʝʪʩʷ ʜʣʷ ʧʦʣʫʯʝʥʠʷ ʧʦʣʥʦʮʝʥʥʦʛʦ ʨʝʛʠʩʪʨʘʮʠʦʥʥʦʛʦ ʢʣʶʯʘ 
ʠʣʠ ʢʣʶʯʘ ʨʘʩʰʠʨʝʥʥʦʛʦ ʪʝʩʪʠʨʦʚʘʥʠʷ. ʇʨʦʮʝʩʩ ʨʝʛʠʩʪʨʘʮʠʠ ʪʨʝʙʫʝʪ ʥʘʣʠʯʠʷ 
ʜʦʩʪʫʧʘ ʚ ʩʝʪʴ ʀʥʪʝʨʥʝʪ ʧʦ ʧʨʦʪʦʢʦʣʫ HTTPS. ɽʩʣʠ ʜʦʩʪʫʧ ʚ ʩʝʪʴ ʀʥʪʝʨʥʝʪ 
ʧʨʝʜʦʩʪʘʚʣʷʝʪʩʷ ʯʝʨʝʟ ʚʳʰʝʩʪʦʷʱʠʡ ʧʨʦʢʩʠ-ʩʝʨʚʝʨ, ʚ ʜʠʘʣʦʛʝ ʨʝʛʠʩʪʨʘʮʠʠ ʥʘ 
ʧʝʨʚʦʡ ʩʪʨʘʥʠʮʝ ʤʦʞʥʦ ʫʢʘʟʘʪʴ ʘʜʨʝʩ ʠ ʧʦʨʪ ʧʨʦʢʩʠ-ʩʝʨʚʝʨʘ. 

ʇʦʩʣʝ ʨʝʛʠʩʪʨʘʮʠʠ ʥʘ ʩʪʨʘʥʠʮʝ çʃʠʮʝʥʟʠʷè ʙʫʜʝʪ ʦʪʦʙʨʘʞʝʥʘ ʠʥʬʦʨʤʘʮʠʷ ʦ 
ʟʘʨʝʛʠʩʪʨʠʨʦʚʘʥʥʳʭ ʤʦʜʫʣʷʭ ʠ ʜʘʪʳ ʦʢʦʥʯʘʥʠʷ ʩʨʦʢʘ ʜʝʡʩʪʚʠʷ ʠʭ ʣʠʮʝʥʟʠʡ. ʅʘ 
ʵʪʦʡ ʞʝ ʩʪʨʘʥʠʮʝ ʤʦʞʥʦ ʫʚʠʜʝʪʴ ʨʝʟʫʣʴʪʘʪ ʧʨʦʚʝʨʢʠ ʥʦʚʦʡ ʚʝʨʩʠʠ. ʇʨʦʚʝʨʢʘ 
ʥʘʣʠʯʠʷ ʦʙʥʦʚʣʝʥʠʡ ʚʳʧʦʣʥʷʝʪʩʷ ʯʝʨʝʟ ʦʙʨʘʱʝʥʠʝ ʥʘ ʩʘʡʪ ʧʨʦʠʟʚʦʜʠʪʝʣʷ 
(http://www.usergate.ru). ɽʩʣʠ ʜʦʩʪʫʧʥʘ ʥʦʚʘʷ ʚʝʨʩʠʷ, ʚʳ ʫʚʠʜʠʪʝ 
ʩʦʦʪʚʝʪʩʪʚʫʶʱʝʝ ʩʦʦʙʱʝʥʠʝ ʥʘ ʩʪʨʘʥʠʮʝ ʣʠʮʝʥʟʠʠ. ɼʣʷ ʫʩʪʘʥʦʚʢʠ ʦʙʥʦʚʣʝʥʠʷ 
ʟʘʡʜʠʪʝ ʥʘ ʩʘʡʪ http://www.usergate.ru/download ʠ ʚʳʙʝʨʠʪʝ ʥʫʞʥʳʡ ʚʘʤ 
ʜʠʩʪʨʠʙʫʪʠʚ. 
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ʇʦʣʠʪʠʢʘ ʣʠʮʝʥʟʠʨʦʚʘʥʠʷ 

UserGate Mail Server ʣʠʮʝʥʟʠʨʫʝʪʩʷ ʧʦ ʢʦʣʠʯʝʩʪʚʫ ʦʙʨʘʙʘʪʳʚʘʝʤʳʭ ʧʦʯʪʦʚʳʭ 
ʘʜʨʝʩʦʚ. ɼʦʧʦʣʥʠʪʝʣʴʥʳʝ ʤʦʜʫʣʠ (ʘʥʪʠʚʠʨʫʩʳ Kaspersky Lab, Avira ʠ Panda 
Software, ʘ ʪʘʢʞʝ ʤʦʜʫʣʠ çʆʙʣʘʯʥʳʡ ʘʥʪʠʩʧʘʤè ʠ çʆʙʣʘʯʥʳʡ ʘʥʪʠʚʠʨʫʩè) 
ʣʠʮʝʥʟʠʨʫʶʪʩʷ ʦʪʜʝʣʴʥʦ ʠ ʦʙʣʘʜʘʶʪ ʦʛʨʘʥʠʯʝʥʥʦʡ ʜʣʠʪʝʣʴʥʦʩʪʴʶ ʣʠʮʝʥʟʠʠ 
(ʦʙʳʯʥʦ 1 ʛʦʜ). ɼʣʷ ʚʢʣʶʯʝʥʠʷ ʤʦʜʫʣʷ ʥʫʞʥʦ ʟʘʨʝʛʠʩʪʨʠʨʦʚʘʪʴ UserGate Mail 
Server ʩ ʧʦʤʦʱʴʶ ʩʧʝʮʠʘʣʴʥʦʛʦ ʇʀʅ-ʢʦʜʘ (ʚʚʦʜʠʪʩʷ ʚ ʪʦ ʞʝ ʧʦʣʝ, ʢʫʜʘ 
ʚʚʦʜʠʪʩʷ ʠ ʦʙʳʯʥʳʡ ʇʀʅ-ʢʦʜ). ʃʠʮʝʥʟʠʷ ʥʘ ʩʘʤ ʩʝʨʚʝʨ UserGate Mail Server 
ʷʚʣʷʝʪʩʷ ʙʝʩʩʨʦʯʥʦʡ. 

ɺɸɾʅʆ! ʇʦʣʠʪʠʢʘ ʣʠʮʝʥʟʠʨʦʚʘʥʠʷ UserGate Mail Server ʥʝ ʦʪʣʠʯʘʝʪ 
ʵʣʝʢʪʨʦʥʥʳʡ ʘʜʨʝʩ ʦʪ ʧʩʝʚʜʦʥʠʤʘ (alias), ʪ.ʝ. ʢʘʞʜʳʡ ʠʩʧʦʣʴʟʫʝʤʳʡ ʧʩʝʚʜʦʥʠʤ 
ʜʣʷ ʣʶʙʦʛʦ ʧʦʯʪʦʚʦʛʦ ʷʱʠʢʘ ʙʫʜʝʪ ʩʯʠʪʘʪʴʩʷ ʢʘʢ ʦʜʠʥ ʜʦʧʦʣʥʠʪʝʣʴʥʳʡ ʷʱʠʢ. 
ɺʩʝ ʦʙʨʘʙʘʪʳʚʘʝʤʳʝ ʘʜʨʝʩʘ ʦʪʦʙʨʘʞʘʶʪʩʷ ʚ ʢʦʥʩʦʣʠ ʘʜʤʠʥʠʩʪʨʘʪʦʨʘ ʥʘ 
ʩʪʨʘʥʠʮʝ çʆʙʩʣʫʞʠʚʘʝʤʳʝ ʘʜʨʝʩʘè. ʀʩʢʣʶʯʠʪʴ ʢʘʢʦʡ-ʣʠʙʦ ʘʜʨʝʩ ʠʟ ʦʙʨʘʙʦʪʢʠ 
ʤʦʞʥʦ ʩʥʷʪʠʝʤ ʛʘʣʦʯʢʠ ʥʘʧʨʦʪʠʚ ʥʝʛʦ ʚ ʦʙʱʝʤ ʩʧʠʩʢʝ. 

ɺ ʦʟʥʘʢʦʤʠʪʝʣʴʥʦʤ ʨʝʞʠʤʝ UserGate Mail Server ʨʘʙʦʪʘʝʪ 30 ʜʥʝʡ ʙʝʟ ʢʘʢʠʭ-
ʣʠʙʦ ʦʛʨʘʥʠʯʝʥʠʡ, ʢʘʢ ʧʦ ʬʫʥʢʮʠʦʥʘʣʴʥʦʩʪʠ, ʪʘʢ ʠ ʧʦ ʢʦʣʠʯʝʩʪʚʫ 
ʦʙʨʘʙʘʪʳʚʘʝʤʳʭ ʘʜʨʝʩʦʚ. ɼʣʷ ʘʥʪʠʚʠʨʫʩʥʳʭ ʤʦʜʫʣʝʡ ʠ ʤʦʜʫʣʷ çʆʙʣʘʯʥʳʡ 
ʘʥʪʠʩʧʘʤè ʪʘʢʞʝ ʜʦʩʪʫʧʝʥ ʜʝʤʦʥʩʪʨʘʮʠʦʥʥʳʡ ʧʝʨʠʦʜ - 30 ʜʥʝʡ. 
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ʄʝʪʦʜʳ ʘʥʪʠʩʧʘʤ-ʬʠʣʴʪʨʘʮʠʠ 

UserGate Mail Server ʧʦʜʜʝʨʞʠʚʘʝʪ ʥʝʩʢʦʣʴʢʦ ʤʝʪʦʜʦʚ ʬʠʣʴʪʨʘʮʠʠ ʩʧʘʤʘ: 
ʬʠʣʴʪʨʘʮʠʷ ʥʘ ʦʩʥʦʚʝ DNS (DNSBL, RHSBL, Backscatter, MX, SPF, SURBL), 
ʬʠʣʴʪʨʘʮʠ̫  ʥʘ ʦʩʥʦʚʝ ʨʘʩʧʨʝʜʝʣʝʥʥʦʛʦ ʦʥʣʘʡʥ-ʩʝʨʚʠʩʘ (çʦʙʣʘʯʥʳʡ 
ʘʥʪʠʩʧʘʤè), ʬʠʣʴʪʨʘʮʠʷ ʥʘ ʦʩʥʦʚʝ ʩʪʘʪʠʩʪʠʢʠ (ʩʦʙʩʪʚʝʥʥʘʷ ʨʝʘʣʠʟʘʮʠʷ 
ʬʠʣʴʪʨʘʮʠʠ ɹʘʡʝʩʘ). ʂʨʦʤʝ ʵʪʦʛʦ, UserGate Mail Server ʧʦʜʜʝʨʞʠʚʘʝʪ ʢʦʥʪʨʦʣʴ 
SMTP-ʧʨʦʪʦʢʦʣʘ (ʢʦʥʪʨʦʣʴ ʢʦʤʘʥʜ ʥʘ ʩʦʦʪʚʝʪʩʪʚʠʝ RFC), ʧʦʟʚʦʣʷʝʪ ʦʛʨʘʥʠʯʠʪʴ 
ʤʘʢʩʠʤʘʣʴʥʳʡ ʨʘʟʤʝʨ ʧʠʩʴʤʘ, ʤʘʢʩʠʤʘʣʴʥʦʝ ʢʦʣʠʯʝʩʪʚʦ ʧʦʣʫʯʘʪʝʣʝʡ ʠ ʪ.ʧ. 

ʅʘʩʪʨʦʡʢʘ ʤʦʜʫʣʝʡ ʘʥʪʠʩʧʘʤ-ʬʠʣʴʪʨʘʮʠʠ ʚʳʥʝʩʝʥʘ ʚ ʦʪʜʝʣʴʥʳʡ ʧʫʥʢʪ ʜʝʨʝʚʘ 
ʥʘʩʪʨʦʝʢ ʢʦʥʩʦʣʠ ʘʜʤʠʥʠʩʪʨʘʪʦʨʘ. ʇʦʩʣʝ ʫʩʪʘʥʦʚʢʠ UserGate Mail Server ʫʞʝ 
ʩʦʜʝʨʞʠʪ ʩʧʠʩʢʠ ʥʘʠʙʦʣʝʝ ʠʩʧʦʣʴʟʫʝʤʳʭ ʩʝʨʚʝʨʦʚ (DNSBL, SURBL) ʜʣʷ 
ʘʥʪʠʩʧʘʤ-ʧʨʦʚʝʨʢʠ. 
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ɹʳʩʪʨʘʷ ʥʘʩʪʨʦʡʢʘ UserGate Mail Server 

ʇʦʩʣʝ ʫʩʪʘʥʦʚʢʠ ʧʨʦʛʨʘʤʤʳ ʚʩʝ ʤʦʜʫʣʠ UserGate Mail Server ʙʫʜʫʪ ʟʘʧʫʱʝʥʳ 
ʘʚʪʦʤʘʪʠʯʝʩʢʠ. ɼʣʷ ʤʠʥʠʤʘʣʴʥʦʡ ʥʘʩʪʨʦʡʢʠ ʥʝʦʙʭʦʜʠʤʦ ʚʳʧʦʣʥʠʪʴ 
ʩʣʝʜʫʶʱʠʝ ʜʝʡʩʪʚʠʷ: 

Â ʟʘʨʝʛʠʩʪʨʠʨʦʚʘʪʴ UserGate Mail Server ʠʣʠ ʧʦʣʫʯʠʪʴ ʚʨʝʤʝʥʥʫʶ 
ʣʠʮʝʥʟʠʶ; 

Â ʩʦʟʜʘʪʴ ʦʜʠʥ ʠʣʠ ʥʝʩʢʦʣʴʢʦ ʧʦʯʪʦʚʳʭ ʜʦʤʝʥʦʚ; 

Â ʩʦʟʜʘʪʴ ʘʢʢʘʫʥʪʳ; 

Â ʧʨʦʚʝʨʠʪʴ ʥʘʩʪʨʦʡʢʠ DNS; 

Â ʧʨʦʚʝʨʠʪʴ ʜʦʩʪʘʚʢʫ ʧʠʩʝʤ ʜʦ ʘʜʨʝʩʘʪʦʚ ʚ ʣʦʢʘʣʴʥʦʤ ʜʦʤʝʥʝ; 

Â ʧʨʦʚʝʨʠʪʴ ʜʦʩʪʘʚʢʫ ʧʠʩʝʤ ʩ ʣʦʢʘʣʴʥʳʭ ʘʜʨʝʩʘʪʦʚ ʜʦ ʘʜʨʝʩʘʪʦʚ ʚ 
ʫʜʘʣʝʥʥʦʤ ʜʦʤʝʥʝ (ʚ ʠʥʪʝʨʥʝʪʝ); 

Â ʧʨʦʚʝʨʠʪʴ ʜʦʩʪʘʚʢʫ ʧʠʩʝʤ ʚ ʚʘʰ ʜʦʤʝʥ ʩ ʣʶʙʦʛʦ ʚʥʝʰʥʝʛʦ ʜʦʤʝʥʘ ʥʘ 
ʚʘʰ ʣʦʢʘʣʴʥʳʡ ʜʦʤʝʥ. 

 
ɺɸɾʅʆ! ʇʨʝʜʧʦʣʘʛʘʝʪʩʷ, ʯʪʦ ʜʣʷ ʧʦʣʫʯʝʥʠʷ ʚʥʝʰʥʝʡ ʧʦʯʪʳ ʚ ʥʘʩʪʨʦʡʢʘʭ 
DNS-ʩʝʨʚʝʨʘ ʫʞʝ ʩʦʟʜʘʥʘ MX-ʟʘʧʠʩʴ ʜʣʷ ʦʙʨʘʙʘʪʳʚʘʝʤʦʛʦ ʧʦʯʪʦʚʦʛʦ ʜʦʤʝʥʘ. 
MX-ʟʘʧʠʩʴ ʜʦʣʞʥʘ ʩʩʳʣʘʪʴʩʷ ʥʘ ʚʥʝʰʥʠʡ IP-ʘʜʨʝʩ ʤʘʰʠʥʳ ʩ ʫʩʪʘʥʦʚʣʝʥʥʳʤ 
UserGate Mail Server. ʂ ʩʘʤʦʡ ʤʘʰʠʥʝ ʜʦʣʞʝʥ ʙʳʪʴ ʦʪʢʨʳʪ ʜʦʩʪʫʧ ʧʦ ʧʨʦʪʦʢʦʣʫ 
SMTP (ʧʨʦʪʦʢʦʣ TCP, ʧʦʨʪ 25). 

ɼʣʷ ʨʘʙʦʪʦʩʧʦʩʦʙʥʦʩʪʠ ʘʥʪʠʩʧʘʤ-ʬʠʣʴʪʨʘʮʠʠ, ʚ ʩʝʪʝʚʳʭ ʥʘʩʪʨʦʡʢʘʭ ʤʘʰʠʥʳ ʩ 
UserGate Mail Server ʜʦʣʞʝʥ ʙʳʪʴ ʫʢʘʟʘʥ ʘʜʨʝʩ DNS-ʩʝʨʚʝʨʘ, ʩʧʦʩʦʙʥʦʛʦ 
ʚʳʧʦʣʥʷʪʴ ʨʘʟʨʝʰʝʥʠʝ ʜʦʤʝʥʥʳʭ ʠʤʝʥ ʩʝʪʠ ʀʥʪʝʨʥʝʪ. ʇʦ ʫʤʦʣʯʘʥʠʶ 
ʠʩʧʦʣʴʟʫʝʪʩʷ DNS-ʩʝʨʚʝʨ, ʫʢʘʟʘʥʥʳʡ ʚ ʥʘʩʪʨʦʡʢʘʭ ʩʝʪʝʚʦʡ ʢʘʨʪʳ. ʀʟʤʝʥʠʪʴ 
ʥʘʩʪʨʦʡʢʠ DNS ʤʦʞʥʦ ʚ ʢʦʥʩʦʣʠ ʘʜʤʠʥʠʩʪʨʘʪʦʨʘ, ʥʘ ʩʪʨʘʥʠʮʝ çUserGate Mail 
Server ï ɻʣʘʚʥʳʝ ʥʘʩʪʨʦʡʢʠè. 
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ʉʪʨʫʢʪʫʨʘ UserGate Mail Server 

UserGate Mail Server ʦʙʣʘʜʘʝʪ ʤʦʜʫʣʴʥʦʡ ʩʪʨʫʢʪʫʨʦʡ. ʂʘʞʜʳʡ ʤʦʜʫʣʴ 
ʧʨʝʜʥʘʟʥʘʯʝʥ ʜʣʷ ʨʝʰʝʥʠʷ ʦʧʨʝʜʝʣʝʥʥʦʡ ʟʘʜʘʯʠ. ɺʟʘʠʤʦʜʝʡʩʪʚʠʝ ʤʝʞʜʫ 
ʤʦʜʫʣʷʤʠ ʚʳʧʦʣʥʷʝʪʩʷ ʯʝʨʝʟ ʧʨʦʪʦʢʦʣ RPC, ʯʝʨʝʟ ʩʧʝʮʠʘʣʴʥʳʡ ʤʦʜʫʣʴ-
ʢʦʦʨʜʠʥʘʪʦʨ (CSERouter). ɼʣʷ ʚʟʘʠʤʦʜʝʡʩʪʚʠʷ ʩ ʘʜʤʠʥʠʩʪʨʘʪʦʨʦʤ 
ʧʨʝʜʫʩʤʦʪʨʝʥ ʤʦʜʫʣʴ ʚʝʙ-ʩʝʨʚʝʨʘ ʩ ʧʦʜʜʝʨʞʢʦʡ ʧʨʦʪʦʢʦʣʘ XML-RPC. 
ʆʧʠʩʘʥʠʝ ʩʦʩʪʘʚʘ ʠ ʥʘʟʥʘʯʝʥʠʷ ʤʦʜʫʣʝʡ ʧʨʝʜʩʪʘʚʣʝʥʦ ʥʠʞʝ. 

ɸʛʝʥʪ ʤʦʥʠʪʦʨʠʥʛʘ (CSETray) 

ɸʛʝʥʪ, ʧʨʝʜʦʩʪʘʚʣʷʶʱʠʡ ʚʦʟʤʦʞʥʦʩʪʴ ʫʧʨʘʚʣʝʥʠʷ (ʟʘʧʫʩʢ, ʦʩʪʘʥʦʚʢʘ ʠ 
ʧʝʨʝʟʘʧʫʩʢ) ʤʦʜʫʣʷʤʠ UserGate Mail Server. ʋʧʨʘʚʣʝʥʠʝ ʦʩʫʱʝʩʪʚʣʷʝʪʩʷ ʩ 
ʧʦʤʦʱʴʶ ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʭ ʧʫʥʢʪʦʚ ʢʦʥʪʝʢʩʪʥʦʛʦ ʤʝʥʶ. ʇʨʝʜʫʩʤʦʪʨʝʥʘ 
ʚʦʟʤʦʞʥʦʩʪʴ ʫʜʘʣʝʥʥʦʛʦ ʫʧʨʘʚʣʝʥʠʷ ʩʝʨʚʝʨʦʤ UserGate Mail Server. ɼʣʷ ʵʪʦʛʦ 
ʧʨʠ ʟʘʧʫʩʢʝ CSETray ʚ ʢʘʯʝʩʪʚʝ ʧʘʨʘʤʝʪʨʘ ʢʦʤʘʥʜʥʦʡ ʩʪʨʦʢʠ ʥʫʞʥʦ ʫʢʘʟʘʪʴ IP-
ʘʜʨʝʩ ʩʝʨʚʝʨʘ, ʥʘ ʢʦʪʦʨʦʤ ʟʘʧʫʱʝʥ ʧʨʦʮʝʩʩ CSERouter. ʇʦʩʢʦʣʴʢʫ CSERouter 
ʷʚʣʷʝʪʩʷ ʛʣʘʚʥʳʤ ʤʦʜʫʣʝʤ UserGate Mail Server, CSETray ʥʝ ʧʨʝʜʦʩʪʘʚʣʷʝʪ 
ʚʦʟʤʦʞʥʦʩʪʠ ʫʧʨʘʚʣʝʥʠʷ ʵʪʠʤ ʧʨʦʮʝʩʩʦʤ. ɽʩʣʠ ʥʘʞʘʪʴ ʥʘ ʘʛʝʥʪʘ CSETray ʜʚʘ 
ʨʘʟʘ ʣʝʚʦʡ ʢʥʦʧʢʦʡ ʤʳʰʠ, ʪʦ ʟʘʧʫʩʪʠʪʩʷ ʚʝʙ-ʢʦʥʩʦʣʴ ʘʜʤʠʥʠʩʪʨʘʪʦʨʘ 
ʧʦʯʪʦʚʦʛʦ ʩʝʨʚʝʨʘ. 

ʂʦʦʨʜʠʥʘʪʦʨ (CSERouter) 

ɻʣʘʚʥʳʡ ʤʦʜʫʣʴ ʩʝʨʚʝʨʘ UserGate Mail Server. ʆʥ ʦʪʚʝʯʘʝʪ ʟʘ ʟʘʧʫʩʢ ʠ 
ʦʩʪʘʥʦʚʢʫ ʜʨʫʛʠʭ ʤʦʜʫʣʝʡ ʩʝʨʚʝʨʘ, ʦʩʫʱʝʩʪʚʣʷʝʪ ʠʭ ʨʝʛʠʩʪʨʘʮʠʶ ʠ ʚʳʧʦʣʥʷʝʪ 
ʨʦʣʴ ʢʦʦʨʜʠʥʘʪʦʨʘ ʧʨʠ ʦʙʤʝʥʝ ʩʦʦʙʱʝʥʠʷʤʠ. ʆʙʤʝʥ ʩʦʦʙʱʝʥʠʷʤʠ ʤʝʞʜʫ 
ʤʦʜʫʣʷʤʠ ʚʳʧʦʣʥʷʝʪʩʷ ʩ ʧʦʤʦʱʴʶ ʧʨʦʪʦʢʦʣʘ RPC. 

SMTP-ʩʝʨʚʝʨ (CSESmtp) 

ʄʦʜʫʣʴ ʨʝʘʣʠʟʫʝʪ ʧʨʦʪʦʢʦʣ SMTP ʠ ʧʨʝʜʥʘʟʥʘʯʝʥ ʜʣʷ ʦʙʨʘʙʦʪʢʠ ʚʭʦʜʷʱʠʭ 
ʧʦʯʪʦʚʳʭ ʩʦʦʙʱʝʥʠʡ. SMTP-ʩʝʨʚʝʨ ʧʨʠʥʠʤʘʝʪ ʚʭʦʜʷʱʝʝ ʧʦʜʢʣʶʯʝʥʠʝ, 
ʨʝʘʣʠʟʫʝʪ ʥʝʢʦʪʦʨʳʝ ʤʝʪʦʜʳ ʘʥʪʠʩʧʘʤ-ʬʠʣʴʪʨʘʮʠʠ (DNSBL, RHSBL, SPF, RFC 
restrictions, Greylisting, Tarpiting, white/black lists), ʬʦʨʤʠʨʫʝʪ ʦʪʯʝʪʳ ʦ ʜʦʩʪʘʚʢʝ 
ʩʦʦʙʱʝʥʠʡ. ɺʭʦʜʷʱʠʝ ʩʦʦʙʱʝʥʠʷ ʩʦʭʨʘʥʷʶʪʩʷ ʚ ʬʘʡʣʘʭ ʩ ʨʘʩʰʠʨʝʥʠʝʤ *.qeml 
ʠ ʧʦʤʝʱʘʶʪʩʷ ʚʦ ʚʭʦʜʷʱʫʶ ʦʯʝʨʝʜʴ ç%CSE %\mail\queue\incè ʜʣʷ 
ʧʦʩʣʝʜʫʶʱʝʡ ʦʙʨʘʙʦʪʢʠ ʜʨʫʛʠʤʠ ʤʦʜʫʣʷʤʠ ʧʨʦʛʨʘʤʤʳ. 

ʂʦʦʨʜʠʥʘʪʦʨ ʦʙʨʘʙʦʪʢʠ ʩʦʦʙʱʝʥʠʡ (CSETosser) 

ʄʦʜʫʣʴ-ʢʦʦʨʜʠʥʘʪʦʨ ʦʙʨʘʙʦʪʢʠ ʧʦʯʪʦʚʳʭ ʩʦʦʙʱʝʥʠʡ. CSETosser 
ʧʨʦʩʤʘʪʨʠʚʘʝʪ ʚʳʭʦʜʥʫʶ ʦʯʝʨʝʜʴ ʩʦʦʙʱʝʥʠʡ ç%CSE%\mail\queue\outè ʠ 
ʬʦʨʤʠʨʫʝʪ ʟʘʜʘʯʠ ʜʣʷ ʤʦʜʫʣʷ CSEProcessor. 

ʆʙʨʘʙʦʪʯʠʢ ʩʦʦʙʱʝʥʠʡ (CSEProcessor) 

ʄʦʜʫʣʴ ʚʳʧʦʣʥʷʝʪ ʘʥʪʠʩʧʘʤ-ʬʠʣʴʪʨʘʮʠʶ (SURBL, çʆʙʣʘʯʥʳʡ ʘʥʪʠʩʧʘʤè), 
ʘʥʪʠʚʠʨʫʩʥʫʶ ʧʨʦʚʝʨʢʫ (çʆʙʣʘʯʥʳʡ ʘʥʪʠʚʠʨʫʩè, Kaspersky, Panda) ʠ ʦʙʨʘʙʦʪʢʫ 
ʩʦʦʙʱʝʥʠʡ ʩ ʧʦʤʦʱʴʶ ʧʨʘʚʠʣ, ʩʦʟʜʘʥʥʳʭ ʘʜʤʠʥʠʩʪʨʘʪʦʨʦʤ ʠʣʠ 
ʧʦʣʟɹʦʚʘʪʝʣʝʤ UserGate Mail Server. ʇʦʩʣʝ ʵʪʦʛʦ ʩʦʦʙʱʝʥʠʝ (ʬʘʡʣ ʩ 
ʨʘʩʰʠʨʝʥʠʝʤ *.xeml) ʧʦʤʝʱʘʝʪʩʷ, ʚ ʟʘʚʠʩʠʤʦʩʪʠ ʦʪ ʨʝʟʫʣʴʪʘʪʘ, ʚ ʚʳʭʦʜʥʫʶ 
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ʦʯʝʨʝʜʴ ç%CSE%\mail\queue\outè ʠʣʠ ʚ ʧʘʧʢʫ ʢʘʨʘʥʪʠʥʘ 
ç%CSE%\mail\quarantineè. 

ɼʦʧʦʣʥʠʪʝʣʴʥʦ CSEProcessor ʦʪʚʝʯʘʝʪ ʟʘ ʬʦʨʤʠʨʦʚʘʥʠʝ ʩʪʘʪʠʩʪʠʢʠ ʧʦ ʩʧʘʤ- 
ʩʦʦʙʱʝʥʠʷʤ ʜʣʷ ʢʘʞʜʦʛʦ ʦʙʨʘʙʘʪʳʚʘʝʤʦʛʦ ʘʜʨʝʩʘ. ʉʪʘʪʠʩʪʠʢʘ ʩʧʘʤ- 
ʩʦʦʙʱʝʥʠʡ (ʜʘʪʘ, ʚʨʝʤʷ, ʘʜʨʝʩ ʦʪʧʨʘʚʠʪʝʣʷ, ʪʝʤʘ ʩʦʦʙʱʝʥʠʷ) ʟʘʧʠʩʳʚʘʝʪʩʷ ʚ 
ʩʣʫʞʝʙʥʳʝ ʬʘʡʣʳ ç%CSE%\mail\statistics\users\*.statè. 

ʄʝʥʝʜʞʝʨ ʜʦʩʪʘʚʢʠ ʩʦʦʙʱʝʥʠʡ (CSEDM) 

ʄʦʜʫʣʴ ʜʦʩʪʘʚʢʠ ʩʦʦʙʱʝʥʠʡ (Delivery Manager). CSEDM ʧʨʦʩʤʘʪʨʠʚʘʝʪ 
ʚʳʭʦʜʥʫʶ ʦʯʝʨʝʜʴ ç%CSE%\mail\queue\outè ʠ ʚʳʧʦʣʥʷʝʪ ʜʦʩʪʘʚʢʫ ʩʦʦʙʱʝʥʠʡ ʚ 
ʩʦʦʪʚʝʪʩʪʚʠʠ ʩ ʫʢʘʟʘʥʥʳʤʠ ʤʘʨʰʨʫʪʘʤʠ. ɼʦʧʦʣʥʠʪʝʣʴʥʦ CSEDM 
ʧʨʦʩʤʘʪʨʠʚʘʝʪ ʧʘʧʢʫ ç%CSE%\mail\queue\importè, ʚ ʢʦʪʦʨʫʶ ʧʦʤʝʱʘʶʪʩʷ 
ʧʦʯʪʦʚʳʝ ʩʦʦʙʱʝʥʠʷ, ʦʰʠʙʦʯʥʦ ʨʘʩʧʦʟʥʘʥʥʳʝ ʢʘʢ ʩʧʘʤ. 

ʉʦʦʙʱʝʥʠʷ, ʢʦʪʦʨʳʝ ʥʝ ʫʜʘʝʪʩʷ ʜʦʩʪʘʚʠʪʴ ʧʦ ʥʘʟʥʘʯʝʥʠʶ ʩ ʧʝʨʚʦʡ ʧʦʧʳʪʢʠ, 
ʧʝʨʝʤʝʱʘʶʪʩʷ ʚ ʧʘʧʢʫ ç%CSE%\mail\queue\out\tryè ʜʣʷ ʧʦʚʪʦʨʥʦʡ ʜʦʩʪʘʚʢʠ ʠ 
ʧʦʤʝʯʘʶʪʩʷ ʩʧʝʮʠʘʣʴʥʳʤ ʦʙʨʘʟʦʤ. ɺʨʝʤʷ ʞʠʟʥʠ ʧʠʩʝʤ, ʢʦʪʦʨʳʝ ʥʝ ʙʳʣʠ 
ʜʦʩʪʘʚʣʝʥʳ ʩ ʧʝʨʚʦʡ ʧʦʧʳʪʢʠ, ʦʧʨʝʜʝʣʷʝʪʩʷ ʦʧʮʠʝʡ ʊʘʡʤʘʫʪ ɼʦʩʪʘʚʢʠ. 
ʇʝʨʚʘʷ ʧʦʧʳʪʢʘ ʧʦʚʪʦʨʥʦʡ ʜʦʩʪʘʚʢʠ ʙʫʜʝʪ ʯʝʨʝʟ 30 ʤʠʥʫʪ, ʟʘʪʝʤ, ʝʩʣʠ ʧʦʧʳʪʢʘ 
ʙʳʣʘ ʥʝʫʜʘʯʥʦʡ, 1 ʯʘʩ ʠ ʪ.ʜ. 

ʂʦʣʠʯʝʩʪʚʦ ʧʦʧʳʪʦʢ ʧʦʚʪʦʨʥʦʡ ʦʪʧʨʘʚʢʠ ʠ ʠʥʪʝʨʚʘʣʳ ʤʝʞʜʫ ʥʠʤʠ ʫʢʘʟʳʚʘʶʪʩʷ 
ʚ ʨʘʟʜʝʣʝ çʅʘʩʪʨʦʡʢʘ ʜʦʩʪʘʚʢʠè ʥʘ ʩʪʨʘʥʠʮʝ çʉʝʨʚʝʨ ʩʦʦʙʱʝʥʠʡ ï ʅʘʩʪʨʦʡʢʠ 
SMTP-ʩʝʨʚʝʨʘè. 

ʄʦʜʫʣʴ ʩʪʘʪʠʩʪʠʢʠ (CSEStat) 

ʄʦʜʫʣʴ ʧʨʝʜʥʘʟʥʘʯʝʥ ʜʣʷ ʚʝʜʝʥʠʷ ʩʪʘʪʠʩʪʠʢʠ ʦʙʨʘʙʦʪʢʠ ʧʦʯʪʦʚʳʭ ʩʦʦʙʱʝʥʠʡ. 
ʉʪʘʪʠʩʪʠʢʘ (ʜʘʪʘ, ʚʨʝʤʷ, ʘʜʨʝʩʘ ʠʩʪʦʯʥʠʢʘ ʠ ʥʘʟʥʘʯʝʥʠʷ, ʤʦʜʫʣʠ ʩʝʨʚʝʨʘ 
UserGate Mail Server, ʠʩʧʦʣʴʟʦʚʘʥʥʳʝ ʧʨʠ ʦʙʨʘʙʦʪʢʝ ʠ ʝʝ ʨʝʟʫʣʴʪʘʪ) 
ʟʘʧʠʩʳʚʘʝʪʩʷ ʚʦ ʚʩʪʨʦʝʥʥʫʶ ʙʘʟʫ ʜʘʥʥʳʭ ʬʦʨʤʘʪʘ SQLite3. ɸʜʨʝʩ ʜʠʨʝʢʪʦʨʠʠ 
ʬʘʡʣʘ %CSE%\mail\statistics\stat.db3. 

IMAP-ʢʣʠʝʥʪ (CSEImapC) 

IMAP-ʢʣʠʝʥʪ ʜʣʷ ʨʘʙʦʪʳ ʩ IMAP-ʧʘʧʢʘʤʠ ʥʘ ʫʜʘʣʝʥʥʦʤ ʧʦʯʪʦʚʦʤ ʩʝʨʚʝʨʝ. 
CSEImapC ʧʦʜʜʝʨʞʠʚʘʝʪ ʨʘʙʦʪʫ ʩ MS Exchange 2003 ʠ Lotus Domino R7 ʠ 
ʦʪʚʝʯʘʝʪ ʟʘ ʬʦʨʤʠʨʦʚʘʥʠʝ ʩʧʝʮʠʘʣʴʥʦʡ ʩʪʨʫʢʪʫʨʳ ʧʘʧʦʢ IMAP ʥʘ ʫʜʘʣʝʥʥʦʤ 
ʧʦʯʪʦʚʦʤ ʩʝʨʚʝʨʝ, ʘ ʪʘʢʞʝ ʦʙʨʘʙʘʪʳʚʘʝʪ ʩʦʦʙʱʝʥʠʷ ʚ ʵʪʠʭ ʧʘʧʢʘʭ. ʇʦʤʠʤʦ 
ʵʪʦʛʦ, ʨʘʙʦʪʘʝʪ ʢʘʢ ʟʘʛʨʫʟʯʠʢ ʧʦʯʪʳ ʩ ʫʜʘʣʝʥʥʳʭ IMAP-ʘʢʢʘʫʥʪʦʚ. ʀʥʬʦʨʤʘʮʠʷ 
ʦ ʟʘʛʨʫʟʢʘʭ ʩʦʜʝʨʞʠʪʩʷ ʚ ʧʘʧʢʝ %CSE%\mail\imapc. 

POP3-ʢʣʠʝʥʪ (CSEPop3ʉ) 

ʂʣʠʝʥʪ ʧʦʯʪʦʚʦʛʦ ʩʝʨʚʝʨʘ ʧʦ ʧʨʦʪʦʢʦʣʫ POP3. ʆʩʫʱʝʩʪʚʣʷʝʪ ʟʘʛʨʫʟʢʫ ʧʠʩʝʤ ʩ 
ʫʜʘʣʝʥʥʳʭ POP3-ʘʢʢʘʫʥʪʦʚ. ɺʩʷ ʚʘʞʥʘʷ ʠʥʬʦʨʤʘʮʠʷ: ʜʘʪʘ ʟʘʛʨʫʟʢʠ, ʩʪʘʪʫʩ 
ʟʘʛʨʫʟʢʠ, ʫʥʠʢʘʣʴʥʳʝ ʠʜʝʥʪʠʬʠʢʘʪʦʨʳ ʧʠʩʝʤ ʥʘʭʦʜʷʪʩʷ ʚ ʩʧʝʮʠʘʣʴʥʦʡ ʧʘʧʢʝ 
%CSE%\mail\pop3c. 
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IMAP-ʩʝʨʚʝʨ (CSEImap) 

IMAP-ʩʝʨʚʝʨ ʦʩʫʱʝʩʪʚʣʷʝʪ ʨʘʙʦʪʫ ʧʦʯʪʦʚʦʛʦ ʩʝʨʚʝʨʘ ʧʦ ʧʨʦʪʦʢʦʣʫ 
IMAP/IMAPs, ʦʙʝʩʧʝʯʠʚʘʷ ʚʟʘʠʤʦʜʝʡʩʪʚʠʝ ʤʝʞʜʫ ʩʝʨʚʝʨʦʤ ʠ ʢʣʠʝʥʪʘʤʠ. 

ʉʝʨʚʝʨ POP3 (CSEPop3) 

POP3-ʩʝʨʚʝʨ ʦʩʫʱʝʩʪʚʣʷʝʪ ʨʘʙʦʪʫ ʧʦʯʪʦʚʦʛʦ ʩʝʨʚʝʨʘ ʧʦ ʧʨʦʪʦʢʦʣʫ 
POP3/POP3s, ʦʙʝʩʧʝʯʠʚʘʷ ʚʟʘʠʤʦʜʝʡʩʪʚʠʝ ʤʝʞʜʫ ʩʝʨʚʝʨʦʤ ʠ ʢʣʠʝʥʪʘʤʠ. 

ʇʣʘʥʠʨʦʚʱʠʢ (CSECron) 

ʇʣʘʥʠʨʦʚʱʠʢ ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʦʙʥʦʚʣʝʥʠʷ ʙʘʟ ʘʥʪʠʚʠʨʫʩʥʳʭ ʤʦʜʫʣʝʡ ʠ 
ʚʝʟʜʝ, ʛʜʝ ʪʨʝʙʫʝʪʩʷ ʚʳʧʦʣʥʝʥʠʝ ʧʦʚʪʦʨʷʶʱʠʭʩʷ ʦʧʝʨʘʮʠʡ. ʆʪʚʝʯʘʝʪ ʟʘ 
ʨʘʩʩʳʣʢʫ ʩʪʘʪʠʩʪʠʢʠ ʨʘʙʦʪʳ ʩʝʨʚʝʨʘ UserGate Mail Server. 

ʇʣʘʥʠʨʦʚʱʠʢ ʧʦʜʜʝʨʞʠʚʘʝʪ ʝʞʝʜʥʝʚʥʦʝ, ʝʞʝʥʝʜʝʣʴʥʦʝ, ʝʞʝʤʝʩʷʯʥʦʝ ʠ 
ʧʨʦʠʟʚʦʣʴʥʦʝ ʨʘʩʧʠʩʘʥʠʝ ʟʘʜʘʯ. ɼʣʷ ʧʨʦʠʟʚʦʣʴʥʦʛʦ ʨʘʩʧʠʩʘʥʠʷ ʠʩʧʦʣʴʟʫʝʪʩʷ 
ʩʪʨʦʢʘ ʬʦʨʤʘʪʘ CRONTAB. ʉʪʨʦʢʘ ʚʳʛʣʷʜʠʪ ʢʘʢ ʰʝʩʪʴ ʧʦʣʝʡ ʨʘʟʜʝʣʸʥʥʳʭ 
ʧʨʦʙʝʣʴʥʳʤʠ ʩʠʤʚʦʣʘʤʠ (ʧʨʦʙʝʣʳ ʠ/ʠʣʠ ʟʥʘʢʠ ʪʘʙʫʣʷʮʠʠ). ʇʦʣʷ ʟʘʜʘʶʪ ʚʨʝʤʷ 
ʚ ʩʣʝʜʫʶʱʝʤ ʚʠʜʝ: 

(ʤʠʥʫʪʳ:0-59) (ʯʘʩʳ:0-23) (ʜʥʠ ʤʝʩʷʮʘ:0-31) (ʤʝʩʷʮ:0-12) (ʜʝʥʴ ʥʝʜʝʣʠ:0-6, 0-
ʚʦʩʢʨʝʩʝʥʴʝ) 

ʂʘʞʜʦʝ ʠʟ ʧʝʨʚʳʭ ʧʷʪʠ ʧʦʣʝʡ ʤʦʞʝʪ ʙʳʪʴ ʟʘʜʘʥʦ ʩʣʝʜʫʶʱʠʤ ʦʙʨʘʟʦʤ: 

Â ɿʚʸʟʜʦʯʢʘ (*) - ʦʙʦʟʥʘʯʘʝʪ ʚʝʩʴ ʜʠʘʧʘʟʦʥ (ʦʪ ʧʝʨʚʦʛʦ ʜʦ ʧʦʩʣʝʜʥʝʛʦ);  

Â ɼʝʬʠʩ (-) ï ʦʙʦʟʥʘʯʘʝʪ ʜʠʘʧʘʟʦʥ ʯʠʩʝʣ. ʅʘʧʨʠʤʝʨ "5-7" ʙʫʜʝʪ ʦʟʥʘʯʘʪʴ 
5,6 ʠ 7; 

Â ʉʧʠʩʢʠ. ʕʪʦ ʯʠʩʣʘ (ʠʣʠ ʜʠʘʧʘʟʦʥʳ) ʨʘʟʜʝʣʝʥʥʳʝ ʟʘʧʷʪʳʤʠ. ʅʘʧʨʠʤʝʨ: 
"1,5,10,11" ʠʣʠ "1-11,19-23"; 

Â ɿʚʸʟʜʦʯʢʘ ʠ ʪʠʨʝ ʠʩʧʦʣʴʟʫʶʪʩʷ ʜʣʷ ʧʨʦʧʫʩʢʦʚ ʚ ʜʠʘʧʘʟʦʥʘʭ. ʐʘʛ 
ʫʢʘʟʳʚʘʝʪʩʷ ʧʦʩʣʝ ʢʦʩʦʡ ʯʝʨʪʳ. ʅʘʧʨʠʤʝʨ "2-10/2" ʙʫʜʝʪ ʟʥʘʯʠʪʴ 
"2,4,6,8,10", ʘ ʚʳʨʘʞʝʥʠʝ "*/2" ʚ ʧʦʣʝ "ʯʘʩʳ" ʙʫʜʝʪ ʦʟʥʘʯʘʪʴ "ʢʘʞʜʳʝ 
ʜʚʘ ʯʘʩʘ. 

ɸʨʭʠʚʘʪʦʨ ʧʦʯʪʳ (CSESync) 

ʆʩʫʱʝʩʪʚʣʷʝʪ ʧʝʨʠʦʜʠʯʝʩʢʦʝ ʢʦʧʠʨʦʚʘʥʠʝ ʧʦʯʪʳ ʚ ʧʘʧʢʫ, ʟʘʜʘʥʥʫʶ ʚ 
ʥʘʩʪʨʦʡʢʘʭ ʧʨʦʛʨʘʤʤʳ, ʜʣʷ ʨʝʟʝʨʚʥʳʭ ʢʦʧʠʡ ʠ, ʧʨʠ ʥʝʦʙʭʦʜʠʤʦʩʪʠ, 
ʚʦʩʩʪʘʥʘʚʣʠʚʘʝʪ ʠʟ ʩʦʭʨʘʥʝʥʥʦʡ ʢʦʧʠʠ ʧʦʩʣʝʜʥʶʶ ʚʝʨʩʠʶ ʧʠʩʴʤʘ ʠ ʥʘʩʪʨʦʝʢ 
ʧʦʯʪʦʚʦʛʦ ʩʝʨʚʝʨʘ. 

ɺʝʙ-ʩʝʨʚʝʨ (CSEHTTP) 

ɺʝʙ-ʩʝʨʚʝʨ ʜʣʷ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ UserGate Mail Server ʚʝʙ-ʢʣʠʝʥʪʦʤ 
ʧʦʯʪʦʚʦʛʦ ʩʝʨʚʝʨʘ. 

ʀʥʪʝʨʬʝʡʩ API ʜʣʷ ʚʝʙ-ʩʝʨʚʝʨʘ (CSESrvCtrl) 

ʄʦʜʫʣʴ, ʨʝʘʣʠʟʫʶʱʠʡ API ʜʣʷ ʨʘʙʦʪʳ ʩ XML-RPC ʠʥʪʝʨʬʝʡʩʦʤ ʚʝʙ-ʩʝʨʚʝʨʘ 
(CSEHTTP). 
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ʇʦʨʷʜʦʢ ʦʙʨʘʙʦʪʢʠ ʩʦʦʙʱʝʥʠʡ 

ʇʨʠ ʦʙʨʘʙʦʪʢʝ ʚ UserGate Mail Server ʩʦʦʙʱʝʥʠʝ ʧʨʦʭʦʜʠʪ ʯʝʨʝʟ ʥʝʩʢʦʣʴʢʦ 
ʵʪʘʧʦʚ ʬʠʣʴʪʨʘʮʠʠ: ʬʠʣʴʪʨʘʮʠʷ ʩʦʝʜʠʥʝʥʠʡ, ʬʠʣʴʪʨʘʮʠʷ ʧʦ ʘʜʨʝʩʫ ʠʩʪʦʯʥʠʢʘ, 
ʬʠʣʴʪʨʘʮʠʷ ʧʦ ʘʜʨʝʩʫ ʥʘʟʥʘʯʝʥʠʷ ʠ ʬʠʣʴʪʨʘʮʠʷ ʧʦ ʩʦʜʝʨʞʘʥʠʶ. ʅʘ 
ʧʦʩʣʝʜʥʝʤ ʵʪʘʧʝ ʧʨʦʠʟʚʦʜʠʪʩʷ ʦʙʨʘʙʦʪʢʘ ʩʦʦʙʱʝʥʠʷ ʚ ʩʦʦʪʚʝʪʩʪʚʠʠ ʩ 
ʧʨʘʚʠʣʘʤʠ, ʩʦʟʜʘʥʥʳʤʠ ʘʜʤʠʥʠʩʪʨʘʪʦʨʦʤ ʩʝʨʚʝʨʘ. 

ʌʠʣʴʪʨʘʮʠʷ ʩʦʝʜʠʥʝʥʠʡ 

ʌʠʣʴʪʨʘʮʠʷ ʩʦʝʜʠʥʝʥʠʡ ʩʭʝʤʘʪʠʯʥʦ ʧʨʝʜʩʪʘʚʣʝʥʘ ʥʘ ʨʠʩʫʥʢʝ. ʇʨʠ ʧʦʣʫʯʝʥʠʠ 
ʚʭʦʜʷʱʝʛʦ ʧʦʜʢʣʶʯʝʥʠʷ ʥʘ 25 TCP-ʧʦʨʪ, ʩʝʨʚʝʨ UserGate Mail Server 
ʧʨʦʩʤʘʪʨʠʚʘʝʪ ʩʚʦʡ ʛʣʦʙʘʣʴʥʳʡ çʙʝʣʳʡ ʩʧʠʩʦʢè IP-ʘʜʨʝʩʦʚ. ʉʧʠʩʦʢ ʟʘʜʘʝʪʩʷ 
ʥʘ ʩʪʨʘʥʠʮʝ çɸʥʪʠʩʧʘʤ ï ʏʝʨʥʳʝ ʠ ʙʝʣʳʝ ʩʧʠʩʢʠè. ɺ ʢʘʯʝʩʪʚʝ ʵʣʝʤʝʥʪʦʚ 
ʩʧʠʩʢʘ ʤʦʛʫʪ ʙʳʪʴ ʫʢʘʟʘʥʳ IP-ʘʜʨʝʩ ʠʣʠ ʜʠʘʧʘʟʦʥ IP-ʘʜʨʝʩʦʚ, ʥʘʟʚʘʥʠʝ ʜʦʤʝʥʘ 
(ʟʘʧʠʩʴ ʪʠʧʘ A) ʠʣʠ ʥʘʟʚʘʥʠʝ ʧʦʯʪʦʚʦʛʦ ʦʙʤʝʥʥʠʢʘ ʜʦʤʝʥʘ (ʟʘʧʠʩʴ ʪʠʧʘ MX). 
ʉʝʨʚʝʨ UserGate Mail Server ʨʘʟʨʝʰʘʝʪ ʫʢʘʟʘʥʥʳʝ ʠʤʝʥʘ ʥʘ IP-ʘʜʨʝʩʘ ʠ 
ʬʦʨʤʠʨʫʝʪ ʛʣʦʙʘʣʴʥʳʝ ʩʧʠʩʢʠ ʨʘʟʨʝʰʝʥʥʳʭ ʠ ʟʘʧʨʝʱʝʥʥʳʭ IP-ʘʜʨʝʩʦʚ. ɽʩʣʠ 
ʚʭʦʜʷʱʝʝ ʧʦʜʢʣʶʯʝʥʠʝ ʠʥʠʮʠʠʨʦʚʘʥʦ ʩ IP-ʘʜʨʝʩʘ, ʥʘʭʦʜʷʱʝʛʦʩʷ ʚ çʙʝʣʦʤè 
ʩʧʠʩʢʝ, UserGate Mail Server ʧʨʦʧʫʩʢʘʝʪ ʚʩʝ ʧʦʩʣʝʜʫʶʱʠʝ ʧʨʦʚʝʨʢʠ, ʚʧʣʦʪʴ ʜʦ 
ʧʨʘʚʠʣ, ʩʦʟʜʘʥʥʳʭ ʘʜʤʠʥʠʩʪʨʘʪʦʨʦʤ ʩʝʨʚʝʨʘ, ʠ ʧʨʠʥʠʤʘʝʪ ʩʦʦʙʱʝʥʠʝ. ɼʣʷ IP-
ʘʜʨʝʩʦʚ, ʧʦʧʘʜʘʶʱʠʭ ʚ çʯʝʨʥʳʡè ʩʧʠʩʦʢ, UserGate Mail Server ʟʘʢʨʳʚʘʝʪ 
ʩʦʝʜʠʥʝʥʠʝ. 

ʅʘ ʩʣʝʜʫʶʱʝʤ ʰʘʛʝ UserGate Mail Server ʚʳʧʦʣʥʷʝʪ ʧʨʦʚʝʨʢʫ DNSBL. ɽʩʣʠ 
ʚʭʦʜʷʱʝʝ ʧʦʜʢʣʶʯʝʥʠʝ ʠʥʠʮʠʠʨʦʚʘʥʦ ʩ IP-ʘʜʨʝʩʘ, ʧʦʧʘʜʘʶʱʝʛʦ ʚ ʩʧʘʤ-ʣʠʩʪ, 
UserGate Mail Server ʟʘʢʨʳʚʘʝʪ ʩʦʝʜʠʥʝʥʠʝ ʩ ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʤ ʩʦʦʙʱʝʥʠʝʤ ʦʙ 
ʦʰʠʙʢʝ. ʅʘʩʪʨʦʡʢʘ ʧʘʨʘʤʝʪʨʦʚ DNSBL ʚʳʧʦʣʥʷʝʪʩʷ ʥʘ ʦʜʥʦʠʤʝʥʥʦʡ ʩʪʨʘʥʠʮʝ 
ʢʦʥʩʦʣʠ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ. ɺ ʧʘʨʘʤʝʪʨʘʭ DNSBL ʫʢʘʟʳʚʘʶʪʩʷ ʘʜʨʝʩʘ 
DNSBL-ʩʝʨʚʝʨʦʚ, ʢʦʪʦʨʳʝ ʠʩʧʦʣʴʟʫʶʪʩʷ ʜʣʷ ʧʨʦʚʝʨʢʠ, ʘ ʪʘʢʞʝ ʩʧʠʩʦʢ 
ʠʩʢʣʶʯʝʥʠʡ. ɺ ʩʧʠʩʢʝ ʠʩʢʣʶʯʝʥʠʡ ʤʦʞʥʦ ʫʢʘʟʘʪʴ IP-ʘʜʨʝʩ, ʥʘʟʚʘʥʠʝ ʜʦʤʝʥʘ 
ʠʣʠ ʥʘʟʚʘʥʠʝ ʧʦʯʪʦʚʦʛʦ ʦʙʤʝʥʥʠʢʘ. 
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ʌʠʣʴʪʨʘʮʠʷ ʧʦ ʘʜʨʝʩʫ ʠʩʪʦʯʥʠʢʘ 

ʌʠʣʴʪʨʘʮʠʷ ʧʦ ʘʜʨʝʩʫ ʠʩʪʦʯʥʠʢʘ ʚʳʧʦʣʥʷʝʪʩʷ ʧʦʩʣʝ ʧʦʣʫʯʝʥʠʷ ʢʦʤʘʥʜʳ MAIL 
FROM. ɽʩʣʠ ʚ ʢʘʯʝʩʪʚʝ ʘʜʨʝʩʘ ʚ MAIL FROM ʙʳʣ ʧʦʣʫʯʝʥ çʧʫʩʪʦʡè ʘʜʨʝʩ 
(ʘʜʨʝʩ ʚʠʜʘ ñ<>ò), UserGate Mail Server ʚʳʧʦʣʥʠʪ ʧʨʦʚʝʨʢʫ Backscatter. ʕʪʘ 
ʧʨʦʚʝʨʢʘ ʥʝʦʙʭʦʜʠʤʘ, ʥʘʧʨʠʤʝʨ, ʜʣʷ ʙʣʦʢʠʨʦʚʘʥʠʷ çʬʘʣʴʰʠʚʳʭè 
ʠʥʬʦʨʤʘʮʠʦʥʥʳʭ ʩʦʦʙʱʝʥʠʡ, ʥʘʧʨʠʤʝʨ, ʩʦʦʙʱʝʥʠʡ ʦ ʥʝʚʦʟʤʦʞʥʦʩʪʠ ʜʦʩʪʘʚʢʠ 
ʧʠʩʝʤ. ɺ ʥʘʩʪʨʦʡʢʘʭ Backscatter (ʩʪʨʘʥʠʮʘ çɸʥʪʠʩʧʘʤ-BackScatterè) 
ʫʢʘʟʳʚʘʝʪʩʷ ʩʧʠʩʦʢ ʠʩʢʣʶʯʝʥʠʡ ʠ ʘʜʨʝʩ ʩʝʨʚʝʨʘ, ʢʦʪʦʨʳʡ ʙʫʜʝʪ 
ʠʩʧʦʣʴʟʦʚʘʪʴʩʷ ʜʣʷ ʧʨʦʚʝʨʢʠ. 

ɽʩʣʠ ʚ ʢʦʤʘʥʜʝ MAIL FROM ʙʳʣ ʧʦʣʫʯʝʥ ʥʝ ʧʫʩʪʦʡ ʘʜʨʝʩ, UserGate Mail Server 
ʧʨʦʚʝʨʠʪ ʝʛʦ ʥʘ ʚʭʦʞʜʝʥʠʝ ʚ çʙʝʣʳʡè ʠ çʯʝʨʥʳʡè ʩʧʠʩʢʠ. ɼʣʷ ʘʜʨʝʩʦʚ, 
ʧʦʧʘʜʘʶʱʠʭ ʚ çʯʝʨʥʳʡè ʩʧʠʩʦʢ, UserGate Mail Server ʟʘʢʨʳʚʘʝʪ ʚʭʦʜʷʱʝʝ 
ʩʦʝʜʠʥʝʥʠʝ ʩ ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʤ ʩʦʦʙʱʝʥʠʝʤ ʦʙ ʦʰʠʙʢʝ. ɼʣʷ ʘʜʨʝʩʦʚ, 
ʧʦʧʘʜʘʶʱʠʭ ʚ çʙʝʣʳʡè ʩʧʠʩʦʢ, ʚʩʝ ʜʘʣʴʥʝʡʰʠʝ ʧʨʦʚʝʨʢʠ ʧʨʦʧʫʩʢʘʶʪʩʷ. 

ʅʘ ʩʣʝʜʫʶʱʝʤ ʰʘʛʝ ʚʳʧʦʣʥʷʝʪʩʷ ʧʨʦʚʝʨʢʘ ʥʘʣʠʯʠʷ MX-ʟʘʧʠʩʠ (Mail 
eXchanger) ʜʣʷ ʜʦʤʝʥʘ, ʘʜʨʝʩ ʢʦʪʦʨʦʛʦ ʧʝʨʝʜʘʥ ʚ ʢʦʤʘʥʜʝ MAIL FROM, ʘ ʪʘʢʞʝ 
ʧʨʦʚʝʨʢʘ ʥʘʣʠʯʠʷ SPF (Sender Policy Framework) ʟʘʧʠʩʠ. ʇʨʦʚʝʨʢʘ MX-ʟʘʧʠʩʠ 
ʚʢʣʁʯʘʝʪʩʷ ʥʘ ʩʪʨʘʥʠʮʝ çɸʥʪʠʩʧʘʤ ï ɻʣʘʚʥʳʝ ʥʘʩʪʨʦʡʢʠè ʚ ʢʦʥʩʦʣʠ 
ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ. ʇʘʨʘʤʝʪʨʳ SPF-ʧʨʦʚʝʨʢʠ ʟʘʜʘʶʪʩʷ ʥʘ ʦʜʥʦʠʤʝʥʥʦʡ 
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ʩʪʨʘʥʠʮʝ ʚ ʨʘʟʜʝʣʝ çɸʥʪʠʩʧʘʤè. ʈʝʘʢʮʠʷ UserGate Mail Server ʥʘ MX- ʠ SPF-
ʧʨʦʚʝʨʢʠ ʟʘʜʘʝʪʩʷ ʚ ʥʘʩʪʨʦʡʢʘʭ ʩʝʨʚʝʨʘ. 

ʅʘ ʧʦʩʣʝʜʥʝʤ ʵʪʘʧʝ ʚʳʧʦʣʥʷʝʪʩʷ ʬʠʣʴʪʨʘʮʠʷ RHSBL ʧʦ ʜʦʤʝʥʥʦʤʫ ʠʤʝʥʠ, 
ʧʦʣʫʯʝʥʥʦʤʫ ʚ ʢʦʤʘʥʜʝ MAIL FROM. ɽʩʣʠ ʜʦʤʝʥʥʦʝ ʠʤʷ ʧʦʧʘʜʘʝʪ ʚ ʩʧʘʤ-ʣʠʩʪ, 
UserGate Mail Server ʟʘʢʨʳʚʘʝʪ ʚʭʦʜʷʱʝʝ ʩʦʝʜʠʥʝʥʠʝ ʩ ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʤ 
ʩʦʦʙʱʝʥʠʝʤ ʦʙ ʦʰʠʙʢʝ. 
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ʌʠʣʴʪʨʘʮʠʷ ʧʦ ʘʜʨʝʩʫ ʥʘʟʥʘʯʝʥʠʷ 

ʌʠʣʴʪʨʘʮʠʷ ʧʦ ʘʜʨʝʩʫ ʥʘʟʥʘʯʝʥʠʷ ʚʳʧʦʣʥʷʝʪʩʷ ʧʦʩʣʝ ʧʦʣʫʯʝʥʠʷ ʢʦʤʘʥʜʳ 
RCPT TO. ʇʦʣʫʯʝʥʥʳʡ ʘʜʨʝʩ ʧʨʦʚʝʨʷʝʪʩʷ ʥʘ ʚʭʦʞʜʝʥʠʝ ʚ çʙʝʣʳʡè ʠ çʯʝʨʥʳʡè 
ʩʧʠʩʢʠ. ɼʣʷ ʘʜʨʝʩʘ ʥʘʟʥʘʯʝʥʠʷ, ʧʦʧʘʜʘʶʱʝʛʦ ʚ çʙʝʣʳʡè ʩʧʠʩʦʢ, ʜʘʣʴʥʝʡʰʠʝ 
ʧʨʦʚʝʨʢʠ ʥʝ ʚʳʧʦʣʥʷʶʪʩʷ. ɼʣʷ ʘʜʨʝʩʦʚ, ʧʦʧʘʜʘʶʱʠʭ ʚ çʯʝʨʥʳʡè ʩʧʠʩʦʢ, 
UserGate Mail Server ʟʘʢʨʳʚʘʝʪ ʚʭʦʜʷʱʝʝ ʩʦʝʜʠʥʝʥʠʝ ʩ ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʤ 
ʩʦʦʙʱʝʥʠʝʤ ʦʙ ʦʰʠʙʢʝ. 

ɼʘʣʝʝ UserGate Mail Server ʧʨʦʚʝʨʷʝʪ ʜʦʩʪʫʧʥʦʩʪʴ ʘʜʨʝʩʘ ʥʘʟʥʘʯʝʥʠʷ ʚ 
ʩʦʦʪʚʝʪʩʪʚʠʠ ʩ ʦʙʨʘʙʘʪʳʚʘʝʤʳʤʠ ʧʦʯʪʦʚʳʤʠ ʜʦʤʝʥʘʤʠ (ʩʪʨʘʥʠʮʘ çʉʝʨʚʝʨ 
ʩʦʦʙʱʝʥʠʡ ï ɼʦʤʝʥʳè). ɽʩʣʠ ʧʦʯʪʦʚʳʡ ʜʦʤʝʥ ʥʘʟʥʘʯʝʥʠʷ ʷʚʣʷʝʪʩʷ ʫʜʘʣʝʥʥʳʤ 
(internal relay), ʜʣʷ ʧʨʦʚʝʨʢʠ UserGate Mail Server ʧʦʜʢʣʶʯʘʝʪʩʷ ʢ ʫʢʘʟʘʥʥʦʤʫ ʚ 
ʤʘʨʰʨʫʪʝ ʧʦʯʪʦʚʦʤʫ ʩʝʨʚʝʨʫ ʠ ʧʨʦʚʝʨʷʝʪ ʥʘʣʠʯʠʝ ʘʜʨʝʩʘʪʘ ʩ ʧʦʤʦʱʴʶ 
ʢʦʤʘʥʜʳ RCPT TO. ɽʩʣʠ ʘʜʨʝʩ ʥʘʟʥʘʯʝʥʠʷ ʦʪʩʫʪʩʪʚʫʝʪ ʥʘ ʦʙʩʣʫʞʠʚʘʝʤʦʤ 
ʧʦʯʪʦʚʦʤ ʩʝʨʚʝʨʝ, UserGate Mail Server ʚʦʟʚʨʘʱʘʝʪ ʩʦʦʪʚʝʪʩʪʚʫʶʱʝʝ 
ʩʦʦʙʱʝʥʠʝ ʦʙ ʦʰʠʙʢʝ. 

ɼʣʷ ʢʘʞʜʦʛʦ ʚʭʦʜʷʱʝʛʦ ʧʦʜʢʣʶʯʝʥʠʷ UserGate Mail Server ʬʦʨʤʠʨʫʝʪ ʪʨʠʧʣʝʪ 
(IP-ʘʜʨʝʩ, ʩ ʢʦʪʦʨʦʛʦ ʠʥʠʮʠʠʨʦʚʘʥʦ ʧʦʜʢʣʶʯʝʥʠʝ, ʘʜʨʝʩ MAIL FROM ʠ ʘʜʨʝʩ 
RCPT TO) ʠ ʧʨʦʩʤʘʪʨʠʚʘʝʪ ʚʥʫʪʨʝʥʥʠʡ ʩʧʠʩʦʢ ʪʨʠʧʣʝʪʦʚ ʦʪ ʧʨʝʜʳʜʫʱʠʭ 
ʩʦʝʜʠʥʝʥʠʡ. ɽʩʣʠ ʧʦʣʫʯʝʥʥʳʡ ʪʨʠʧʣʝʪ ʦʪʩʫʪʩʪʚʫʝʪ ʚʦ ʚʥʫʪʨʝʥʥʝʤ ʩʧʠʩʢʝ 
(ʧʦʜʢʣʶʯʝʥʠʝ ʩ ʪʘʢʠʤʠ ʧʘʨʘʤʝʪʨʘʤʠ ʧʦʣʫʯʝʥʦ ʚʧʝʨʚʳʝ), UserGate Mail Server 
ʚʦʟʚʨʘʱʘʝʪ ʩʦʦʙʱʝʥʠʝ ʦ ʚʨʝʤʝʥʥʦʡ ʦʰʠʙʢʝ. ʊʘʢ ʚʳʧʦʣʥʷʝʪʩʷ ʧʨʦʚʝʨʢʘ 
Greylisting. ʇʘʨʘʤʝʪʨʳ Greylisting ʫʢʘʟʳʚʘʶʪʩʷ ʥʘ ʦʜʥʦʠʤʝʥʥʦʡ ʩʪʨʘʥʠʮʝ ʚ 
ʨʘʟʜʝʣʝ çɸʥʪʠʩʧʘʤè. 

ɼʣʷ ʟʘʱʠʪʳ ʦʪ ʧʦʜʙʦʨʘ ʘʜʨʝʩʦʚ ʥʘʟʥʘʯʝʥʠʷ ʚ UserGate Mail Server 
ʧʨʝʜʫʩʤʦʪʨʝʥʘ ʧʦʜʜʝʨʞʢʘ Tarpiting. ʕʪʦ ʬʫʥʢʮʠʷ çʟʘʤʝʜʣʝʥʠʷè ʦʪʚʝʪʦʚ 
ʧʦʯʪʦʚʦʛʦ ʩʝʨʚʝʨʘ ʧʨʠ ʧʦʣʫʯʝʥʠʠ ʥʦʚʦʛʦ ʘʜʨʝʩʘ ʥʘʟʥʘʯʝʥʠʷ, ʧʝʨʝʜʘʚʘʝʤʦʛʦ ʚ 
ʢʦʤʘʥʜʝ RCPT TO. ɺ ʥʘʩʪʨʦʡʢʘʭ ʧʦ ʫʤʦʣʯʘʥʠʶ ʟʘʤʝʜʣʝʥʠʝ ʦʪʚʝʪʦʚ 
ʚʢʣʶʯʘʝʪʩʷ ʧʨʠ ʧʦʣʫʯʝʥʠʠ ʙʦʣʝʝ ʧʷʪʠ ʘʜʨʝʩʦʚ ʥʘʟʥʘʯʝʥʠʷ. ʇʘʨʘʤʝʪʨʳ 
Tarpiting ʫʢʘʟʳʚʘʶʪʩʷ ʥʘ ʩʪʨʘʥʠʮʝ çɸʥʪʠʩʧʘʤ ï ɻʣʘʚʥʳʝ ʥʘʩʪʨʦʡʢʠè. 
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ʌʠʣʴʪʨʘʮʠʷ ʧʦ ʩʦʜʝʨʞʘʥʠʶ 

ʌʠʣʴʪʨʘʮʠʷ ʧʦ ʩʦʜʝʨʞʘʥʠʶ ʚʢʣʶʯʘʝʪʩʷ ʧʨʠ ʧʦʣʫʯʝʥʠʠ ʪʝʣʘ ʩʦʦʙʱʝʥʠʷ. ʅʘ 
ʧʝʨʚʦʤ ʰʘʛʝ ʚʳʧʦʣʥʷʝʪʩʷ ʧʨʦʚʝʨʢʘ ʟʘʛʦʣʦʚʢʦʚ MIME. ɽʩʣʠ ʧʫʪʴ ʜʦʩʪʘʚʢʠ 
ʩʦʦʙʱʝʥʠʷ, ʫʢʘʟʘʥʥʳʡ ʚ ʟʘʛʦʣʦʚʢʝ, ʧʨʝʚʳʰʘʝʪ ʟʘʜʘʥʥʳʡ ʚ ʥʘʩʪʨʦʡʢʘʭ ʣʠʤʠʪ 
(ʧʘʨʘʤʝʪʨ çʄʘʢʩʠʤʘʣʴʥʘʷ ʛʣʫʙʠʥʘ ʧʝʨʝʩʳʣʢʠè ʥʘ ʩʪʨʘʥʠʮʝ çʅʘʩʪʨʦʡʢʠ SMTP-
ʩʝʨʚʝʨʘè), UserGate Mail Server ʟʘʙʣʦʢʠʨʫʝʪ ʩʦʦʙʱʝʥʠʝ. ʅʘ ʵʪʘʧʝ ʧʨʦʚʝʨʢʠ 
MIME ʪʘʢʞʝ ʬʦʨʤʠʨʫʝʪʩʷ ʦʪʚʝʪʥʦʝ ʩʦʦʙʱʝʥʠʝ, ʝʩʣʠ ʠʩʧʦʣʴʟʫʝʪʩʷ ʬʫʥʢʮʠʷ 
çɸʚʪʦʦʪʚʝʪè. 
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ʅʘ ʩʣʝʜʫʶʱʝʤ ʵʪʘʧʝ ʚʳʧʦʣʥʷʝʪʩʷ ʧʨʦʚʝʨʢʘ ʚʩʝʛʦ ʩʦʦʙʱʝʥʠʷ ʩ ʧʦʤʦʱʴʶ 
ʦʥʣʘʡʥ-ʩʝʨʚʠʩʘ çʆʙʣʘʯʥʳʡ ʘʥʪʠʩʧʘʤè. ɼʣʷ ʧʦʜʦʙʥʦʡ ʧʨʦʚʝʨʢʠ ʩ ʧʦʤʦʱʴʶ 
ʤʝʪʦʜʘ HTTP POST ʧʝʨʝʜʘʝʪʩʷ ʫʥʠʢʘʣʴʥʳʡ ʭʝʰ ʩʦʦʙʱʝʥʠʷ ʥʘ ʫʜʘʣʝʥʥʳʡ 
ʩʝʨʚʝʨ. ɼʣʷ ʨʘʙʦʪʳ ʩʝʨʚʠʩʘ çʆʙʣʘʯʥʳʡ ʘʥʪʠʩʧʘʤè ʥʝʦʙʭʦʜʠʤʦ ʨʘʟʨʝʰʠʪʴ 
ʢʦʤʧʴʶʪʝʨʫ ʧʨʦʭʦʞʜʝʥʠʝ ʧʨʦʪʦʢʦʣʘ HTTP, ʥʘ ʢʦʪʦʨʫʶ ʫʩʪʘʥʦʚʣʝʥ UserGate 
Mail Server. ʉʦʦʙʱʝʥʠʷ, ʦʧʦʟʥʘʥʥʳʝ ʢʘʢ ʩʧʘʤ ʠʣʠ ʟʘʨʘʞʝʥʥʳʝ ʚʠʨʫʩʦʤ (ʩʝʨʚʠʩ 
çʆʙʣʘʯʥʳʡ ʘʥʪʠʩʧʘʤè ʚʳʧʦʣʥʷʝʪ ʠ ʘʥʪʠʚʠʨʫʩʥʫʶ ʧʨʦʚʝʨʢʫ), ʧʦʤʝʱʘʶʪʩʷ ʚ 
ʧʘʧʢʫ ʢʘʨʘʥʪʠʥʘ (%CSE%\mail\quarantine). ʉʦʦʙʱʝʥʠʝ ʠʟ ʧʘʧʢʠ ʢʘʨʘʥʪʠʥʘ 
ʤʦʞʝʪ ʙʳʪʴ ʧʝʨʝʩʣʘʥʦ ʧʦ ʘʜʨʝʩʫ ʥʘʟʥʘʯʝʥʠʷ ʧʨʠʥʫʜʠʪʝʣʴʥʦ, ʝʩʣʠ 
ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʡ *.xeml ʬʘʡʣ ʧʝʨʝʤʝʩʪʠʪʴ ʠʟ ʧʘʧʢʠ %CSE%\mail\quarantine ʚ 
ʧʘʧʢʫ %CSE%\mail\import. ʊʘʢʘʷ ʧʝʨʝʩʳʣʢʘ ʚʳʧʦʣʥʷʝʪʩʷ ʯʝʨʝʟ ʢʦʥʪʝʢʩʪʥʦʝ 
ʤʝʥʶ  çʇʝʨʝʩʣʘʪʴ ʧʠʩʴʤʦè ʥʘ ʩʪʨʘʥʠʮʝ çɾʫʨʥʘʣ ʩʦʦʙʱʝʥʠʡè. 

ɺɸɾʅʆ! ʉʦʦʙʱʝʥʠʷ ʚ ʧʘʧʢʝ ʢʘʨʘʥʪʠʥʘ ʧʝʨʠʦʜʠʯʝʩʢʠ ʫʜʘʣʷʶʪʩʷ. ʇʘʨʘʤʝʪʨʳ 
ʦʯʠʩʪʢʠ ʧʘʧʢʠ ʟʘʜʘʶʪʩʷ ʚ ʨʘʟʜʝʣʝ çɸʥʪʠʩʧʘʤ ï ʆʩʥʦʚʥʳʝ ʥʘʩʪʨʦʡʢʠè ʢʦʥʩʦʣʠ 
ʘʜʤʠʥʠʩʪʨʘʪʦʨʘ. ʇʘʧʢʫ ʤʦʞʥʦ ʦʯʠʱʘʪʴ ʧʦ ʨʘʩʧʠʩʘʥʠʶ, ʫʢʘʟʘʚ ʧʝʨʠʦʜ ʚ 
ʬʦʨʤʘʪʝ crontab-ʩʪʨʦʢ (ʩʤ. http://ru.wikipedia.org/wiki/Cron). ʇʦ ʫʤʦʣʯʘʥʠʶ 
ʧʝʨʠʦʜ ʦʯʠʩʪʢʠ ʩʦʩʪʘʚʣʷʝʪ 30 ʜʥʝʡ. 

ɼʘʣʝʝ UserGate Mail Server ʚʳʧʦʣʥʷʝʪ SURBL-ʬʠʣʴʪʨʘʮʠʶ ʠ ʧʨʦʚʝʨʢʫ ʥʘ 
ʦʩʥʦʚʝ ʩʪʘʪʠʩʪʠʯʝʩʢʦʛʦ ʤʝʪʦʜʘ (ʬʠʣʴʪʨʘʮʠʷ ɹʘʡʝʩʘ). ʉʦʙʩʪʚʝʥʥʘʷ ʨʝʘʣʠʟʘʮʠʷ 
ʘʣʛʦʨʠʪʤʘ ʬʠʣʴʪʨʘʮʠʠ ʥʘ ʦʩʥʦʚʝ ʤʝʪʦʜʘ ɹʘʡʝʩʘ ʧʦʟʚʦʣʷʝʪ ʚʳʧʦʣʥʷʪʴ 
ʘʚʪʦʤʘʪʠʯʝʩʢʦʝ ʦʙʫʯʝʥʠʝ ʥʘ ʩʦʦʙʱʝʥʠʷʭ, ʦʧʦʟʥʘʥʥʳʭ ʢʘʢ çʯʠʩʪʳʝè ʩʝʨʚʠʩʦʤ 
çʆʙʣʘʯʥʳʡ ʘʥʪʠʩʧʘʤè. ʅʘ ʧʦʩʣʝʜʥʝʤ ʵʪʘʧʝ ʬʠʣʴʪʨʘʮʠʠ ʚʳʧʦʣʥʷʝʪʩʷ 
ʘʥʪʠʚʠʨʫʩʥʘʷ ʧʨʦʚʝʨʢʘ ʠ ʦʙʨʘʙʦʪʢʘ ʩʦʦʙʱʝʥʠʷ ʚ ʩʦʦʪʚʝʪʩʪʚʠʠ ʩ ʧʨʘʚʠʣʘʤʠ 
ʘʜʤʠʥʠʩʪʨʘʪʦʨʘ. 

http://ru.wikipedia.org/wiki/Cron


 

 

 

www.usergate.ru 
 
21 

 

SURBL Clean?

Bayesian

Filtering

Default action

(Quarantine)

C
O

N
T

E
N

T
 F

IL
T

E
R

IN
G

DATA

Cloud Antispam

Antivirus

Clean?
Default action

(Quarantine)

N

Y

Clean?
Default action

(Quarantine)

Clean?
Default action

(Quarantine)

N

Y

N

Y

N

Y

RULES Delivery Queue

4

Check MIME

Header (hop-

count)

Limit 

Exided?

Reject and close

connection

Message Body

Y

N

 

 



 

 

 

www.usergate.ru 
 
22 

 

ʆʯʝʨʝʜʴ ʩʦʦʙʱʝʥʠʡ ʠ ʧʦʚʪʦʨʥʘʷ ʜʦʩʪʘʚʢʘ 

ʇʨʦʩʤʦʪʨ ʦʯʝʨʝʜʠ ʜʦʩʪʘʚʢʠ ʩʦʦʙʱʝʥʠʡ ʚʳʧʦʣʥʷʝʪʩʷ ʥʘ ʩʪʨʘʥʠʮʝ çʄʦʥʠʪʦʨʠʥʛ-
ɾʫʨʥʘʣ ʩʦʦʙʱʝʥʠʡè ʩ ʫʢʘʟʘʥʠʝʤ ʚ ʢʘʯʝʩʪʚʝ ʬʠʣʴʪʨʘ çdm:pendingè ʠʣʠ ʧʦ 
ʢʣʠʢʫ çɺ ʦʯʝʨʝʜʠ ʜʦʩʪʘʚʢʠè. 

ɼʦʩʪʘʚʣʝʥʥʳʝ ʩʦʦʙʱʝʥʠʷ ʧʦʤʝʱʘʶʪʩʷ ʚ ʧʘʧʢʫ ç%CSE%\mail\sump_deliveredè ʠ 
ʭʨʘʥʷʪʩʷ ʚ ʪʝʯʝʥʠʝ 2-ʭ ʥʝʜʝʣʴ. ʕʪʘ ʧʘʧʢʘ ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʦʪʦʙʨʘʞʝʥʠʷ ʪʝʣʘ 
ʩʦʦʙʱʝʥʠʡ ʥʘ ʩʪʨʘʥʠʮʝ çɾʫʨʥʘʣ ʩʦʦʙʱʝʥʠʡè. 

ʉʦʦʙʱʝʥʠʷ, ʢʦʪʦʨʳʝ ʥʝ ʫʜʘʣʦʩʴ ʜʦʩʪʘʚʠʪʴ ʘʜʨʝʩʘʪʫ ʥʘʟʥʘʯʝʥʠʷ ʩ ʧʝʨʚʦʡ 
ʧʦʧʳʪʢʠ, ʧʦʤʝʱʘʶʪʩʷ ʚ ʧʘʧʢʫ %CSE%\mail\sump. ʉʣʝʜʫʶʱʠʝ ʧʦʧʳʪʢʠ 
ʦʪʧʨʘʚʠʪʴ ʧʦʯʪʫ ʙʫʜʫʪ ʧʨʦʠʩʭʦʜʠʪʴ ʧʦ ʩʣʝʜʫʶʱʝʤʫ ʨʘʩʧʠʩʘʥʠʶ: 

- ʯʝʨʝʟ 30 ʤʠʥʫʪ ʦʪ ʧʦʩʣʝʜʥʝʡ ʦʪʧʨʘʚʢʠ; 

- ʯʝʨʝʟ 1 ʯʘʩ ʦʪ ʧʦʩʣʝʜʥʝʡ ʦʪʧʨʘʚʢʠ; 

- ʯʝʨʝʟ 2 ʯʘʩʘ ʦʪ ʧʦʩʣʝʜʥʝʡ ʦʪʧʨʘʚʢʠ; 

- ʯʝʨʝʟ 3 ʯʘʩʘ ʦʪ ʧʦʩʣʝʜʥʝʡ ʦʪʧʨʘʚʢʠ; 

- ʢʘʞʜʳʝ 4 ʯʘʩʘ ʦʪ ʧʦʩʣʝʜʥʝʡ ʦʪʧʨʘʚʢʠ. 
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ʂʦʥʩʦʣʴ ʘʜʤʠʥʠʩʪʨʘʪʦʨʘ UserGate Mail Server 

ʃʠʮʝʥʟʠʷ 

ʅʘ ʩʪʨʘʥʠʮʝ ʦʪʦʙʨʘʞʘʝʪʩʷ ʠʥʬʦʨʤʘʮʠʷ ʦ ʣʠʮʝʥʟʠʠ ʥʘ ʩʝʨʚʝʨ UserGate Mail 
Server ʠ ʝʛʦ ʜʦʧʦʣʥʠʪʝʣʴʥʳʝ ʤʦʜʫʣʠ. ʅʘ ʩʪʨʘʥʠʮʝ ʧʨʠʩʫʪʩʪʚʫʶʪ ʩʩʳʣʢʠ ʜʣʷ 
ʨʝʛʠʩʪʨʘʮʠʠ ʧʨʦʜʫʢʪʘ ʠ ʜʣʷ ʧʨʦʚʝʨʢʠ ʜʦʩʪʫʧʥʦʩʪʠ ʥʦʚʦʡ ʚʝʨʩʠʠ. ʆʩʪʘʣʴʥʳʝ 
ʩʩʳʣʢʠ ʚʝʜʫʪ ʥʘ ʨʘʟʜʝʣ ʬʦʨʫʤʘ ʪʝʭʥʠʯʝʩʢʦʡ ʧʦʜʜʝʨʞʢʠ, ʧʦʩʚʷʱʝʥʥʳʡ 
ʧʨʦʛʨʘʤʤʝ. ʉʪʨʘʥʠʮʘ ʩʧʦʩʦʙʥʘ ʧʦʢʘʟʘʪʴ ʩʪʘʪʫʩ ʧʨʦʚʝʨʢʠ ʥʦʚʦʡ ʚʝʨʩʠʠ ʥʘ 
ʩʘʡʪʝ ʧʨʦʠʟʚʦʜʠʪʝʣʷ, ʧʨʠ ʵʪʦʤ ʙʫʜʝʪ ʦʪʦʙʨʘʞʝʥʦ ʩʦʦʙʱʝʥʠʝ ʦ  ʜʦʩʪʫʧʥʦʩʪʠ 
ʥʦʚʦʡ ʚʝʨʩʠʠ ʧʨʦʛʨʘʤʤʳ. 

 

 

ʆʙʩʣʫʞʠʚʘʝʤʳʝ ʘʜʨʝʩʘ 

ʅʘ ʩʪʨʘʥʠʮʝ ʦʪʦʙʨʘʞʘʶʪʩʷ ʚʩʝ ʵʣʝʢʪʨʦʥʥʳʝ ʘʜʨʝʩʘ, ʢʦʪʦʨʳʝ ʦʙʨʘʙʘʪʳʚʘʶʪʩʷ 
ʧʦʯʪʦʚʳʤ ʩʝʨʚʝʨʦʤ. ʉʧʠʩʦʢ ʩʦʜʝʨʞʠʪ ʪʦʣʴʢʦ ʩʫʱʝʩʪʚʫʶʱʠʝ ʘʜʨʝʩʘ, 
ʧʨʠʥʘʜʣʝʞʘʱʠʝ ʜʦʤʝʥʫ ʠʣʠ ʜʦʤʝʥʘʤ, ʫʢʘʟʘʥʥʳʤ ʚ ʥʘʩʪʨʦʡʢʘʭ UserGate Mail 
Server ʠ ʟʘʧʦʣʥʷʝʪʩʷ ʘʚʪʦʤʘʪʠʯʝʩʢʠ. ʇʨʠ ʟʘʧʦʣʥʝʥʠʠ ʩʧʠʩʢʘ ʚ ʥʝʛʦ 
ʧʦʤʝʱʘʶʪʩʷ ʢʘʢ ʵʣʝʢʪʨʦʥʥʳʝ ʘʜʨʝʩʘ, ʪʘʢ ʠ ʠʭ ʧʩʝʚʜʦʥʠʤʳ (alias). ʕʣʝʢʪʨʦʥʥʳʝ 
ʘʜʨʝʩʘ, ʥʝ ʧʦʧʘʜʘʶʱʠʝ ʚ ʦʛʨʘʥʠʯʝʥʠʝ ʣʠʮʝʥʟʠʠ, ʧʦʤʝʯʘʶʪʩʷ ʢʨʘʩʥʳʤ 
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ʢʨʝʩʪʠʢʦʤ. ʋʩʪʘʥʦʚʠʪʴ ʙʦʣʴʰʝʝ ʢʦʣʠʯʝʩʪʚʦ ʦʙʩʣʫʞʠʚʘʝʤʳʭ ʘʜʨʝʩʦʚ, ʯʝʤ 
ʫʢʘʟʘʥʦ ʚ ʣʠʮʝʥʟʠʠ, ʥʝʚʦʟʤʦʞʥʦ. 

 

 

ʅʘ ʩʪʨʘʥʠʮʝ ʘʜʨʝʩʦʚ ʨʘʩʧʦʣʦʞʝʥ ʧʣʘʥʠʨʦʚʱʠʢ ʨʘʩʩʳʣʢʠ ʩʪʘʪʠʩʪʠʢʠ ʧʦ ʩʧʘʤʫ. 
ɿʜʝʩʴ ʞʝ ʤʦʞʥʦ ʫʢʘʟʘʪʴ ʘʜʨʝʩʘ ʜʣʷ ʨʘʩʩʳʣʢʠ ʩʪʘʪʠʩʪʠʢʠ ʠʣʠ ʟʘʧʨʝʪʠʪʴ ʝʸ ʜʣʷ 
ʦʧʨʝʜʝʣʝʥʥʳʭ ʘʜʨʝʩʘʪʦʚ (ʩʪʦʣʙʝʮ ʥʘʧʨʦʪʠʚ ʵʣʝʢʪʨʦʥʥʦʛʦ ʘʜʨʝʩʘ). ʉʝʨʳʡ ʮʚʝʪ 
ʠʢʦʥʢʠ ʦʟʥʘʯʘʝʪ, ʯʪʦ ʨʘʩʩʳʣʢʘ ʩʪʘʪʠʩʪʠʢʠ ʧʦ ʩʧʘʤʫ ʥʝ ʙʫʜʝʪ ʧʨʦʠʩʭʦʜʠʪʴ ʧʦ 
ʨʘʩʧʠʩʘʥʠʶ. ʎʚʝʪʥʦʡ ʠʥʜʠʢʘʪʦʨ ʧʦʢʘʟʳʚʘʝʪ, ʯʪʦ ʨʘʩʩʳʣʢʘ ʙʫʜʝʪ 
ʦʩʫʱʝʩʪʚʣʷʪʴʩʷ ʧʦ ʨʘʩʧʠʩʘʥʠʶ. ʉʧʠʩʦʢ ʢʦʥʪʘʢʪʦʚ ʤʦʞʝʪ ʙʳʪʴ ʟʘʛʨʫʞʝʥ ʚ 
ʧʨʦʛʨʘʤʤʫ ʠ ʧʨʠ ʥʝʦʙʭʦʜʠʤʦʩʪʠ ʚʳʛʨʫʞʝʥ ʠʟ ʥʝʸ. ʂʘʞʜʳʡ ʢʦʥʪʘʢʪ ʧʨʠ ʠʤʧʦʨʪʝ 
ʩʧʠʩʢʘ ʘʜʨʝʩʦʚ ʜʦʣʞʝʥ ʫʢʘʟʳʚʘʪʴʩʷ ʩ ʥʦʚʦʡ ʩʪʨʦʢʠ. ɼʣʷ ʫʜʦʙʩʪʚʘ 
ʠʩʧʦʣʴʟʦʚʘʥʠʷ ʩʪʨʘʥʠʮʳ ʜʦʙʘʚʣʝʥʘ ʚʦʟʤʦʞʥʦʩʪʴ ʧʦʠʩʢʘ ʠ ʚʳʜʝʣʝʥʠʷ 
ʫʢʘʟʘʥʥʳʭ ʷʱʠʢʦʚ ʠ ʦʪʦʙʨʘʞʝʥʠʝ ʦʙʱʝʛʦ ʩʪʘʪʫʩʘ ʚʩʝʭ ʦʙʩʣʫʞʠʚʘʝʤʳʭ 
ʘʜʨʝʩʦʚ. 

ʉʪʘʪʠʩʪʠʯʝʩʢʠʡ ʦʪʯʝʪ ʧʨʝʜʩʪʘʚʣʷʝʪ ʩʦʙʦʡ ʵʣʝʢʪʨʦʥʥʦʝ ʧʠʩʴʤʦ, ʩʦʜʝʨʞʘʱʝʝ 
ʩʧʠʩʦʢ ʟʘʙʣʦʢʠʨʦʚʘʥʥʳʭ ʘʥʪʠʩʧʘʤʦʤ ʩʦʦʙʱʝʥʠʡ. ɺ ʩʧʠʩʢʝ ʫʢʘʟʘʥʦ ʚʨʝʤʷ, 
ʘʜʨʝʩ ʦʪʧʨʘʚʠʪʝʣʷ, ʪʝʤʘ ʧʠʩʴʤʘ, ʘ ʪʘʢʞʝ ʧʨʠʩʫʪʩʪʚʫʝʪ ʩʩʳʣʢʘ ʜʣʷ 
ʦʩʚʦʙʦʞʜʝʥʠʷ ʧʠʩʴʤʘ ʠʟ ʢʘʨʘʥʪʠʥʘ. ʇʨʠ ʥʘʞʘʪʠʠ ʥʘ ʩʩʳʣʢʫ ʧʨʦʠʩʭʦʜʠʪ 
ʦʪʢʨʳʪʠʝ ʩʪʨʘʥʠʮʳ ʚ ʙʨʘʫʟʝʨʝ ʩ ʢʥʦʧʢʦʡ çʠʩʢʣʶʯʠʪʴ ʧʠʩʴʤʦ ʠʟ ʢʘʨʘʥʪʠʥʘè, ʧʨʠ 
ʥʘʞʘʪʠʠ ʥʘ ʥʝʸ ʧʨʦʠʩʭʦʜʠʪ ʠʩʢʣʶʯʝʥʠʝ ʧʠʩʴʤʘ ʠʟ ʢʘʨʘʥʪʠʥʘ, ʠ ʦʥʦ 
ʦʩʚʦʙʦʞʜʘʝʪʩʷ ʠʟ ʢʘʨʘʥʪʠʥʘ ʠ ʧʝʨʝʩʳʣʘʝʪʩʷ ʧʦʣʴʟʦʚʘʪʝʣʶ. ɸʜʨʝʩ ʩʝʨʚʝʨʘ ʩʦ 
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ʩʩʳʣʢʦʡ ʜʣʷ ʦʩʚʦʙʦʞʜʝʥʠʷ ʠʟ ʢʘʨʘʥʪʠʥʘ ʥʘʩʪʨʘʠʚʘʝʪʩʷ ʚ ʨʘʟʜʝʣʝ çʉʝʨʚʝʨ 
ʩʦʦʙʱʝʥʠʡ ï ʅʘʩʪʨʦʡʢʠ SMTP-ʩʝʨʚʝʨʘ ï ɸʜʨʝʩ ʩʝʨʚʝʨʘ ʜʣʷ ʨʘʩʩʳʣʢʠ 
ʩʪʘʪʠʩʪʠʢʠ ʧʦ ʩʧʘʤʫè. ɺ ʛʨʘʬʝ çɸʜʨʝʩ ʨʘʩʩʳʣʢʠ ʩʪʘʪʠʩʪʠʢʠ ʧʦ ʩʧʘʤʫè 
ʫʢʘʟʳʚʘʝʪʩʷ ʣʦʢʘʣʴʥʳʡ ʘʜʨʝʩ ʧʦʯʪʦʚʦʛʦ ʩʝʨʚʝʨʘ. 

ɻʣʘʚʥʳʝ ʥʘʩʪʨʦʡʢʠ 

ʅʘ ʩʪʨʘʥʠʮʝ ʫʢʘʟʳʚʘʶʪʩʷ ʩʣʝʜʫʶʱʠʝ ʧʘʨʘʤʝʪʨʳ: 

Â ʅʘʩʪʨʦʡʢʘ DNS (ʝʩʣʠ ʠʩʧʦʣʴʟʫʶʪʩʷ DNS-ʘʜʨʝʩʘ ʠʟ ʩʠʩʪʝʤʳ, ʪʦ ʦʥʠ 
ʦʪʦʙʨʘʞʘʶʪʩʷ ʚ ʩʢʦʙʢʘʭ), ʝʩʣʠ ʠʩʧʦʣʴʟʫʶʪʩʷ ʚʚʝʜʝʥʳʝ ʚʨʫʯʥʫʶ 
ʩʝʨʚʝʨʘ, ʪʦ ʦʥʠ ʜʦʣʞʥʳ ʙʳʪʴ ʚʚʝʜʝʥʳ ʥʘ ʧʨʘʚʦʡ ʧʘʥʝʣʠ ʩʧʠʩʢʘ DNS-
ʩʝʨʚʝʨʦʚ. 

Â ʅʘʩʪʨʦʡʢʘ ʜʦʩʪʫʧʘ ʢ ʚʝʙ-ʠʥʪʝʨʬʝʡʩʫ. ʃʦʛʠʥ ʠ ʧʘʨʦʣʴ 
ʘʜʤʠʥʠʩʪʨʘʪʦʨʘ. 

Â ʗʟʳʢ ʠʥʪʝʨʬʝʡʩʘ. ʇʘʨʘʤʝʪʨ, ʢʦʪʦʨʳʡ ʚʣʠʷʝʪ ʥʘ ʷʟʳʢ ʦʪʦʙʨʘʞʝʥʠʷ ʧʦ 
ʫʤʦʣʯʘʥʠʶ ʜʣʷ ʢʦʥʩʦʣʠ ʘʜʤʠʥʠʩʪʨʘʪʦʨʘ ʠ ʜʣʷ ʚʝʙ-ʧʦʯʪʳ ʢʣʠʝʥʪʦʚ 
ʧʦʯʪʦʚʦʛʦ-ʩʝʨʚʝʨʘ. ʕʪʘ ʥʘʩʪʨʦʡʢʘ ʚʩʪʫʧʘʝʪ ʚ ʩʠʣʫ ʪʦʣʴʢʦ ʧʦʩʣʝ ʪʦʛʦ, 
ʢʘʢ ʚʳ ʧʦʢʠʥʝʪʝ, ʘ ʟʘʪʝʤ ʟʘʡʜʝʪʝ ʚ ʚʝʙ-ʠʥʪʝʨʬʝʡʩ ʩʥʦʚʘ. ʆʧʝʨʘʪʠʚʥʦ 
ʷʟʳʢ ʠʥʪʝʨʬʝʡʩʘ ʤʦʞʝʪ ʙʳʪʴ ʠʟʤʝʥʝʥ ʧʫʪʝʤ ʥʘʞʘʪʠʷ ʥʘ ʢʥʦʧʢʫ ʩʤʝʥʳ 
ʷʟʢrʘ ʚ ʧʨʘʚʦʤ ʚʝʨʭʥʝʤ ʫʛʣʫ ʵʢʨʘʥʘ. 

Â ʏʘʩʦʚʦʡ ʧʦʷʩ. ʅʝʦʙʭʦʜʠʤʦ ʚʳʩʪʘʚʠʪʴ ʢʦʨʨʝʢʪʥʳʡ ʯʘʩʦʚʦʡ ʧʦʷʩ ʜʣʷ 
ʚʝʙ-ʠʥʪʝʨʬʝʡʩʘ ʚʦ ʠʟʙʝʞʘʥʠʝ ʧʨʦʙʣʝʤ ʩ ʦʪʦʙʨʘʞʝʥʠʝʤ ʚʨʝʤʝʥʠ ʚ 
çɾʫʨʥʘʣʝ ʩʦʦʙʱʝʥʠʡè. ɺʨʝʤʷ ʚ ʧʨʠʭʦʜʷʱʠʭ ʠ ʠʩʭʦʜʷʱʠʭ ʧʠʩʴʤʘʭ 
ʙʝʨʝʪʩʷ ʠʟ ʩʠʩʪʝʤʥʦʛʦ, ʧʦʵʪʦʤʫ ʚʘʞʥʦ, ʯʪʦʙʳ ʠ ʦʥʦ ʙʳʣʦ ʚʳʩʪʘʚʣʝʥʦ 
ʪʦʯʥʦ. 

Â ʉʚʦʙʦʜʥʦʝ ʤʝʩʪʦ ʥʘ ʜʠʩʢʝ. ʇʨʝʜʩʪʘʚʣʝʥʦ ʚ ʚʠʜʝ ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ 
ʜʠʘʛʨʘʤʤʳ ʙʝʟ ʚʦʟʤʦʞʥʦʩʪʠ ʝʝ ʨʝʜʘʢʪʠʨʦʚʘʥʠʷ. 

Â ʇʦʩʳʣʘʪʴ ʩʦʦʙʱʝʥʠʷ ʦʙ ʦʰʠʙʢʘʭ ʚʝʥʜʦʨʫ. ʅʦʚʘʷ ʦʩʦʙʝʥʥʦʩʪʴ 
ʧʨʦʛʨʘʤʤʳ, ʢʦʪʦʨʘʷ ʧʦʟʚʦʣʷʝʪ ʨʘʟʨʘʙʦʪʯʠʢʫ ʫʟʥʘʚʘʪʴ ʦ ʧʨʦʙʣʝʤʘʭ ʚ 
ʨʘʙʦʪʦʩʧʦʩʦʙʥʦʩʪʠ ʚʩʝʭ ʧʦʯʪʦʚʳʭ ʩʝʨʚʝʨʦʚ ʧʨʠ ʠʭ ʚʦʟʥʠʢʥʦʚʝʥʠʠ. 
ɽʩʣʠ ʵʪʘ ʦʧʮʠʷ ʚʢʣʶʯʝʥʘ, ʪʦ ʧʨʠ ʚʦʟʥʠʢʥʦʚʝʥʠʠ ʢʨʠʪʠʯʝʩʢʠʭ ʩʠʪʫʘʮʠʡ 
ʥʘ ʘʜʨʝʩ ï çdump@entensys.comè  ʙʫʜʝʪ ʚʳʩʣʘʥ ʤʠʥʠ-ʜʘʤʧ ʦʪ ʤʦʜʫʣʷ, 
ʨʘʙʦʪʘ ʢʦʪʦʨʦʛʦ ʙʳʣʘ ʟʘʚʝʨʰʝʥʘ ʩ ʦʰʠʙʢʦʡ. ʆʙʳʯʥʦ ʵʪʦ ʧʠʩʴʤʦ 
ʨʘʟʤʝʨʦʤ ʥʝ ʙʦʣʝʝ 100-200 ʂʙ. 

Â ʇʦʯʪʦʚʳʡ ʘʜʨʝʩ ʜʣʷ ʚʘʞʥʳʭ ʫʚʝʜʦʤʣʝʥʠʡ. ʕʪʦ ʘʜʨʝʩ 
ʘʜʤʠʥʠʩʪʨʘʪʦʨʘ, ʥʘ ʢʦʪʦʨʳʡ ʤʦʛʫʪ ʧʨʠʭʦʜʠʪʴ ʚʩʝ ʚʘʞʥʳʝ ʩʦʦʙʱʝʥʠʷ 
ʧʦʯʪʦʚʦʛʦ ʩʝʨʚʝʨʘ, ʥʘʧʨʠʤʝʨ, ʩʦʦʙʱʝʥʠʝ ʦ ʥʝʭʚʘʪʢʝ ʤʝʩʪʘ ʥʘ ʜʠʩʢʝ 
ʠʣʠ ʝʛʦ ʩʢʦʨʦʤ ʠʩʯʝʨʧʘʥʠʠ. ʊʘʢ ʞʝ ʥʘ ʵʪʦʪ ʘʜʨʝʩ ʚʳ ʤʦʞʝʪʝ ʧʦʣʫʯʠʪʴ 
ʦʪʚʝʪ ʦʪ ʧʨʠʩʣʘʥʥʦʛʦ ʧʨʦʛʨʘʤʤʦʡ ʘʚʪʦʜʘʤʧʘ, ʢʦʛʜʘ ʦʥ ʙʫʜʝʪ 
ʠʩʧʨʘʚʣʝʥ. 

mailto:dump@entensys.com
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ʉʣʫʞʙʳ 

ʉʪʨʘʥʠʮʘ ʧʨʝʜʥʘʟʥʘʯʝʥʘ ʜʣʷ ʥʘʩʪʨʦʡʢʠ ʠ ʫʧʨʘʚʣʝʥʠʷ ʩʝʪʝʚʳʤʠ ʩʝʨʚʠʩʘʤʠ 
UserGate Mail Server, ʘ ʪʘʢʞʝ ʥʘʩʪʨʦʡʢʠ ʨʘʟʨʝʰʝʥʠʡ ʜʦʩʪʫʧʘ ʢ ʩʝʨʚʠʩʫ. ɿʜʝʩʴ 
ʚʳ ʤʦʞʝʪʝ ʠʟʤʝʥʠʪʴ ʠʥʪʝʨʬʝʡʩ ʠ ʥʦʤʝʨ ʧʦʨʪʘ ʩʣʫʞʙʳ, ʘ ʪʘʢʞʝ ʟʘʧʫʩʪʠʪʴ ʠʣʠ 
ʦʩʪʘʥʦʚʠʪʴ ʩʣʫʞʙʳ ʚʨʫʯʥʫʶ ʠʣʠ ʘʚʪʦʤʘʪʠʯʝʩʢʠ ʧʦʩʣʝ ʧʝʨʝʟʘʧʫʩʢʘ ʦʩʥʦʚʥʦʛʦ 
ʩʝʨʚʠʩʘ (CSERouter). ɽʩʣʠ ʚʳʟʚʘʪʴ ʜʠʘʣʦʛ ʨʝʜʘʢʪʠʨʦʚʘʥʠʷ ʩʝʨʚʠʩʘ, ʥʘʧʨʠʤʝʨ, 
SMTP, ʪʦ ʤʦʞʥʦ ʫʩʪʘʥʦʚʠʪʴ ʦʛʨʘʥʠʯʝʥʠʝ ʜʦʩʪʫʧʘ ʢ ʩʝʨʚʠʩʫ: 

Â ʩ ʦʧʨʝʜʝʣʝʥʥʳʭ IP-ʘʜʨʝʩʦʚ; 

Â ʧʦ ʜʠʘʧʘʟʦʥʫ IP-ʘʜʨʝʩʦʚ; 

Â ʧʦ ɸ-ʟʘʧʠʩʠ; 

Â ʧʦ MAC-ʘʜʨʝʩʫ. 
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ʉʝʨʚʝʨ ʩʦʦʙʱʝʥʠʡ 

˹͚͊ͫͭͪͦ͊͟ {a¢t-͔͍͔ͫͪͪ͊ 

SMTP-ʩʝʨʚʝʨ ʧʨʝʜʥʘʟʥʘʯʝʥ ʜʣʷ ʦʙʨʘʙʦʪʢʠ ʚʭʦʜʷʱʠʭ ʠ ʠʩʭʦʜʷʱʠʭ ʧʦʯʪʦʚʳʭ 
ʩʦʦʙʱʝʥʠʡ. ɺ ʥʘʩʪʨʦʡʢʘʭ ʫʢʘʟʳʚʘʶʪʩʷ ʩʣʝʜʫʶʱʠʝ ʧʘʨʘʤʝʪʨʳ: 

Â ɸʜʨʝʩ ʩʝʨʚʝʨʘ. ɼʦʤʝʥʥʦʝ ʠʤʷ ʩʝʨʚʝʨʘ. ʆʙʳʯʥʦ, ʵʪʦ MX-ʟʘʧʠʩʴ 
ʚʘʰʝʛʦ ʧʦʯʪʦʚʦʛʦ ʜʦʤʝʥʘ. 

Â ʀʩʧʦʣʴʟʦʚʘʪʴ SMTP-ʨʝʣʝʡ. ɺʢʣʶʯʘʝʪ ʠʣʠ ʦʪʢʣʶʯʘʝʪ ʧʝʨʝʩʳʣʢʫ 
ʯʝʨʝʟ ʫʢʘʟʘʥʥʳʡ ʨʝʣʝʡ ʩʝʨʚʝʨ. ʩʝʨʚʝʨʘ:ʧʦʨʪ. ɿʘʜʘʝʪ ʘʜʨʝʩ ʨʝʣʝʷ ʜʣʷ 
ʧʝʨʝʩʳʣʢʠ ʧʠʩʝʤ. ʏʝʨʝʟ ʜʚʦʝʪʦʯʠʝ ʤʦʞʥʦ ʧʦʩʪʘʚʠʪʴ ʧʦʨʪ, ʝʩʣʠ ʦʥ 
ʦʪʣʠʯʘʝʪʩʷ ʦʪ ʩʪʘʥʜʘʨʪʥʦʛʦ. ʄʦʞʥʦ ʫʢʘʟʘʪʴ ʩʪʝʧʝʥʴ ʟʘʱʠʱʝʥʥʦʩʪʠ 
ʩʦʝʜʠʥʝʥʠʷ: PLAIN ʠʣʠ SSL. ɺ ʧʝʨʚʦʤ ʩʣʫʯʘʝ, ʚ ʟʘʚʠʩʠʤʦʩʪʠ ʦʪ ʨʝʣʝʡ 
ʩʝʨʚʝʨʘ, ʙʫʜʝʪ ʠʩʧʦʣʴʟʦʚʘʪʴʩʷ ʣʠʙʦ ʥʝʟʘʱʠʱʝʥʥʦʝ ʩʦʝʜʠʥʝʥʠʝ, ʣʠʙʦ 
TLS. ʂʥʦʧʢʘ ʧʨʦʚʝʨʢʠ ʩʦʝʜʠʥʝʥʠʷ SMTP-ʨʝʣʝʷ ʧʦʟʚʦʣʷʝʪ ʧʨʦʚʝʨʠʪʴ 
ʚʚʝʜʝʥʥʳʝ ʟʥʘʯʝʥʠʷ ʜʣʷ ʠʩʭʦʜʷʱʝʛʦ ʨʝʣʝʷ. ʇʨʠ ʥʘʞʘʪʠʠ ʥʘ ʥʝʝ 
ʩʝʨʚʝʨ ʩ ʫʢʘʟʘʥʥʳʤʠ ʫʯʝʪʥʳʤʠ ʜʘʥʥʳʤʠ ʧʳʪʘʝʪʩʷ ʧʦʜʢʣʶʯʠʪʴʩʷ ʢ 
ʫʢʘʟʘʥʥʦʤʫ ʩʝʨʚʝʨʫ ʠ ʦʪʧʨʘʚʠʪʴ ʧʠʩʴʤʦ. ʈʝʟʫʣʴʪʘʪ ʩʦʝʜʠʥʝʥʠʷ ʠ 
ʦʪʧʨʘʚʢʠ ʧʠʩʴʤʘ ʚʳ ʫʚʠʜʠʪʝ ʚ ʚʠʜʝ ʩʦʦʪʚʝʪʩʪʚʫʶʱʝʛʦ ʩʦʦʙʱʝʥʠʷ. 

Â ɺʨʝʤʷ ʞʠʟʥʠ ʜʦʩʪʘʚʣʝʥʥʳʭ ʩʦʦʙʱʝʥʠʡ ʥʘ ʩʝʨʚʝʨʝ. ɿʘʜʘʝʪ ʚʨʝʤʷ 
ʭʨʘʥʝʥʠʷ ʜʦʩʪʘʚʣʝʥʥʳʭ ʩʝʨʚʝʨʦʤ ʧʠʩʝʤ ʚ ʩʧʝʮʠʘʣʴʥʦʡ ʧʘʧʢʝ. 
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Â ʄʘʢʩʠʤʘʣʴʥʦʝ ʯʠʩʣʦ ʧʦʣʫʯʘʪʝʣʝʡ ï ʤʘʢʩʠʤʘʣʴʥʦʝ ʢʦʣʠʯʝʩʪʚʦ 
ʘʜʨʝʩʦʚ ʫʢʘʟʘʥʥʳʭ ʚ ʧʦʣʝ çToè. 

Â ʄʘʢʩʠʤʘʣʴʥʘʷ ʛʣʫʙʠʥʘ ʧʝʨʝʩʳʣʢʠ ï ʤʘʢʩʠʤʘʣʴʥʦʝ ʢʦʣʠʯʝʩʪʚʦ 
ʧʨʦʤʝʞʫʪʦʯʥʳʭ ʩʝʨʚʝʨʦʚ, ʜʦʩʪʘʚʣʷʶʱʠʭ ʩʦʦʙʱʝʥʠʝ.  

Â ʄʘʢʩʠʤʘʣʴʥʳʡ ʨʘʟʤʝʨ ʩʦʦʙʱʝʥʠʷ ï ʤʘʢʩʠʤʘʣʴʥʳʡ ʨʘʟʤʝʨ 
ʩʦʦʙʱʝʥʠʡ, ʧʝʨʝʩʳʣʘʝʤʳʭ ʯʝʨʝʟ ʧʦʯʪʦʚʳʡ ʩʝʨʚʝʨ. 

Â ʊʘʡʤʘʫʪ ʜʦʩʪʘʚʢʠ ï ʚʨʝʤʷ, ʚ ʪʝʯʝʥʠʝ ʢʦʪʦʨʦʛʦ ʩʝʨʚʝʨ ʧʳʪʘʝʪʩʷ 
ʜʦʩʪʘʚʠʪʴ ʩʦʦʙʱʝʥʠʝ. ʇʦ ʫʤʦʣʯʘʥʠʶ ʩʦʩʪʘʚʣʷʝʪ 168 ʤʠʥʫʪ. 

Â ɸʜʨʝʩ ʩʝʨʚʝʨʘ ʜʣʷ ʨʘʩʩʳʣʦʢ ʧʦ ʩʧʘʤʫ ï ʘʜʨʝʩ ʧʦʜʩʪʘʚʣʷʝʪʩʷ ʚ 
ʨʘʩʩʳʣʢʘʭ ʧʦ ʩʧʘʤʫ ʜʣʷ ʦʩʚʦʙʦʞʜʝʥʠʷ ʧʠʩʝʤ ʠʟ ʢʘʨʘʥʪʠʥʘ. ʕʪʦʪ 
ʧʘʨʘʤʝʪʨ ʦʙʳʯʥʦ ʨʘʚʝʥ ʣʦʢʘʣʴʥʦʤʫ IP-ʘʜʨʝʩʫ ʤʘʰʠʥʳ, ʥʘ ʢʦʪʦʨʦʡ 
ʫʩʪʘʥʦʚʣʝʥ ʧʦʯʪʦʚʳʡ ʩʝʨʚʝʨ. ɽʩʣʠ ʨʘʟʨʝʰʝʥʠʝ ʠʤʝʥ ʨʘʙʦʪʘʝʪ 
ʢʦʨʨʝʢʪʥʦ, ʪʦ ʤʦʞʝʪ ʙʳʪʴ ʫʢʘʟʘʥʦ ʜʦʤʝʥʥʦʝ ʠʤʷ ʩʝʨʚʝʨʘ. ɽʩʣʠ ʚʝʙ-
ʠʥʪʝʨʬʝʡʩ ʘʜʤʠʥʠʩʪʨʘʪʦʨʘ ʨʘʩʧʦʣʦʞʝʥ ʥʘ ʧʦʨʪʫ, ʦʪʣʠʯʥʦʤ ʦʪ 80 TCP, 
ʤʦʞʥʦ ʟʘʜʘʪʴ ʧʦʨʪ ʯʝʨʝʟ ʜʚʦʝʪʦʯʠʝ, ʥʘʧʨʠʤʝʨ çIP-address:8080è. 

Â ʈʘʟʨʝʰʠʪʴ ʚʭʦʜʷʱʠʝ ʨʝʣʝʠ. ʇʦʟʚʦʣʷʝʪ ʚʢʣʶʯʠʪʴ ʨʝʞʠʤ ʨʘʙʦʪʳ ʚ 
ʢʘʯʝʩʪʚʝ ʨʝʣʝʡ-ʩʝʨʚʝʨʘ. ʇʨʠ ʵʪʦʤ ʤʦʞʥʦ ʫʢʘʟʘʪʴ ʩʧʠʩʦʢ ʧʘʨ çʣʦʛʠʥ-
ʧʘʨʦʣʴè ʜʣʷ ʘʚʪʦʨʠʟʘʮʠʠ. 

Â SMTP-ʩʝʨʚʝʨʘ ʙʝʟ ʘʚʪʦʨʠʟʘʮʠʠ. ʉʧʠʩʦʢ IP-ʘʜʨʝʩʦʚ, DNS- ʠ A-
ʘʜʨʝʩʦʚ (ʩʝʨʚʝʨ ʨʘʟʨʝʰʘʝʪ ʜʦʤʝʥ ʦʪʧʨʘʚʠʪʝʣʷ ʠ ʩʨʘʚʥʠʚʘʝʪ ʝʛʦ A-
ʘʜʨʝʩ ʩ ʘʜʨʝʩʦʤ, ʩ ʢʦʪʦʨʦʛʦ ʙʳʣʦ ʚʳʧʦʣʥʝʥʦ ʧʦʜʢʣʶʯʝʥʠʝ), MAC-
ʘʜʨʝʩʦʚ, ʢʦʪʦʨʳʝ ʤʦʛʫʪ ʦʪʧʨʘʚʣʷʪʴ ʧʦʯʪʦʚʳʝ ʩʦʦʙʱʝʥʠʷ ʯʝʨʝʟ ʩʝʨʚʝʨ, 
ʥʝ ʘʚʪʦʨʠʟʫʷʩʴ. 
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˹͚͊ͫͭͪͦ͊͟ ͍͔͋-͙͔ͤͭͪͺ͔͚ͫ͊ 

ʉʪʨʘʥʠʮʘ ʧʨʝʜʥʘʟʥʘʯʝʥʘ ʜʣʷ ʫʧʨʘʚʣʝʥʠʷ ʣʦʛʦʪʠʧʦʤ ʢʦʤʧʘʥʠʠ, ʢʦʪʦʨʳʡ 
ʧʦʣʴʟʦʚʘʪʝʣʠ ʙʫʜʫʪ ʚʠʜʝʪʴ ʧʨʠ ʚʭʦʜʝ ʥʘ ʚʝʙ-ʠʥʪʝʨʬʝʡʩ ʧʦʯʪʦʚʦʛʦ ʷʱʠʢʘ. 
ʃʦʛʦʪʠʧ ʜʦʣʞʝʥ ʙʳʪʴ ʧʨʝʜʩʪʘʚʣʝʥ ʚ ʬʦʨʤʘʪʝ png, jpg ʠʣʠ gif, ʘ ʪʘʢʞʝ ʥʝ 
ʧʨʝʚʳʰʘʪʴ ʨʘʟʤʝʨʳ: 140 ʧʠʢʩʝʣʝʡ ʧʦ ʰʠʨʠʥʝ ʠ 40 ʧʠʢʩʝʣʝʡ ʧʦ ʚʳʩʦʪʝ. ʃʦʛʦʪʠʧ 
ʚʩʝʛʜʘ ʤʦʞʥʦ ʚʝʨʥʫʪʴ ʢ ʧʝʨʚʦʥʘʯʘʣʴʥʦʤʫ ʚʠʜʫ, ʥʘʞʘʚ ʢʥʦʧʢʫ çʩʙʨʦʩʠʪʴè. 

ɼʦʙʘʚʣʝʥʘ ʥʦʚʘʷ ʦʧʮʠʷ çʉʢʨʳʚʘʪʴ ʢʦʥʪʘʢʪʳ ʠʟ ʜʨʫʛʠʭ ʜʦʤʝʥʦʚè, ʢʦʪʦʨʘʷ 
ʧʦʟʚʦʣʷʝʪ ʙʣʦʢʠʨʦʚʘʪʴ ʩʢʚʦʟʥʦʡ ʦʙʤʝʥ ʢʦʥʪʘʢʪʘʤʠ ʤʝʞʜʫ ʜʦʤʝʥʘʤʠ ʧʨʠ 
ʠʩʧʦʣʴʟʦʚʘʥʠʠ ʚʝʙ-ʠʥʪʝʨʬʝʡʩʘ ʧʦʯʪʦʚʦʛʦ ʩʝʨʚʝʨʘ. 
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˨͔ͦͣͤ· 

UserGate Mail Server ʧʦʜʜʝʨʞʠʚʘʝʪ ʜʚʘ ʪʠʧʘ ʧʦʯʪʦʚʳʭ ʜʦʤʝʥʦʚ: ʣʦʢʘʣʴʥʳʡ ʠ 
ʫʜʘʣʝʥʥʳʡ. ɼʦʤʝʥ ʷʚʣʷʝʪʩʷ ʣʦʢʘʣʴʥʳʤ, ʝʩʣʠ ʘʢʢʘʫʥʪʳ ʵʪʦʛʦ ʜʦʤʝʥʘ 
ʦʙʩʣʫʞʠʚʘʶʪʩʷ ʩʘʤʠʤ ʧʦʯʪʦʚʳʤ ʩʝʨʚʝʨʦʤ. ɼʣʷ ʫʜʘʣʝʥʥʦʛʦ ʜʦʤʝʥʘ ʧʦʯʪʦʚʳʡ 
ʩʝʨʚʝʨ ʚʳʧʦʣʥʷʝʪ ʨʦʣʴ ʧʦʯʪʦʚʦʛʦ ʰʣʶʟʘ, ʪ.ʝ. ʦʩʫʱʝʩʪʚʣʷʝʪ ʧʨʠʝʤ ʚʭʦʜʷʱʠʭ 
ʩʦʦʙʱʝʥʠʡ ʩ ʧʦʩʣʝʜʫʶʱʝʡ ʠʭ ʧʝʨʝʩʳʣʢʦʡ ʥʘ ʫʜʘʣʝʥʥʳʡ ʧʦʯʪʦʚʳʡ ʩʝʨʚʝʨ. 

ʃʦʢʘʣʴʥʳʡ ʧʦʯʪʦʚʳʡ ʜʦʤʝʥ ʤʦʞʝʪ ʙʳʪʴ ʧʨʦʩʪʳʤ ʠʣʠ ʠʥʪʝʛʨʠʨʦʚʘʥʥʳʤ ʩʦ 
ʩʣʫʞʙʦʡ ʢʘʪʘʣʦʛʦʚ Active Directory. ɺ ʧʝʨʚʦʤ ʩʣʫʯʘʝ ʚʩʷ ʠʥʬʦʨʤʘʮʠʷ ʦʙ 
ʘʢʢʘʫʥʪʘʭ ʭʨʘʥʠʪʩʷ ʥʘ ʩʘʤʦʤ ʧʦʯʪʦʚʦʤ ʩʝʨʚʝʨʝ, ʚʦ ʚʪʦʨʦʤ ï ʘʢʢʘʫʥʪʳ ʭʨʘʥʷʪʩʷ 
ʚ ʩʣʫʞʙʝ ʢʘʪʘʣʦʛʦʚ Active Directory. ʇʦʜʜʝʨʞʠʚʘʝʪʩʷ ʩʤʝʰʘʥʥʘʷ ʨʘʙʦʪʘ, ʢʦʛʜʘ 
ʯʘʩʪʴ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʘʚʪʦʨʠʟʫʝʪʩʷ ʧʦʩʨʝʜʩʪʚʦʤ ʢʘʪʘʣʦʛʘ LDAP, ʘ ʯʘʩʪʴ ï ʩ 
ʧʦʤʦʱʴʶ ʣʦʢʘʣʴʥʦʡ ʙʘʟʳ ʜʘʥʥʳʭ. 

�¿���,���%���/�,�<�����(�%���&�� 
çɼʦʤʝʥʥʦʝ ʠʤʷè ï ʵʪʦ ʪʦ, ʯʪʦ ʙʫʜʝʪ ʧʦʜʩʪʘʚʣʷʪʴʩʷ ʚ ʧʠʩʴʤʘʭ ʧʦʩʣʝ @. ʇʠʩʴʤʦ 
ʙʫʜʝʪ ʧʨʠʥʷʪʦ ʢ ʜʦʩʪʘʚʢʝ ʚ ʩʣʫʯʘʝ ʩʦʚʧʘʜʝʥʠʷ ʘʜʨʝʩʘʪʘ ʩ ʜʦʤʝʥʥʳʤ ʠʤʝʥʝʤ 
ʩʝʨʚʝʨʘ ʠʣʠ ʝʛʦ ʧʩʝʚʜʦʥʠʤʦʤ. 

çʉʜʝʣʘʪʴ ʜʦʤʝʥʦʤ ʧʦ ʫʤʦʣʯʘʥʠʶè ï ʦʧʮʠʷ, ʧʦʟʚʦʣʷʶʱʘʷ ʫʧʨʦʱʝʥʥʦ 
ʦʙʨʘʙʘʪʳʚʘʪʴ ʘʚʪʦʨʠʟʘʮʠʶ ʥʘ ʩʝʨʚʝʨʝ, ʥʝ ʧʨʦʚʝʨʷʷ ʘʜʨʝʩ ʧʦʯʪʦʚʦʛʦ ʜʦʤʝʥʘ, 


